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Overview 



Your Diva LAN ISDN Modem is a powerful networking solution for small office/home office 
users and branch office users. Features include high-speed ISDN Internet access as well as 
phone and fax support, all in one box. The Diva LAN ISDN Modem will satisfy all your 
communication needs with a single ISDN line and Internet account, saving you time and 
money. 

Your Diva LAN ISDN Modem simultaneously connects everyone in the office or home to the 
Internet or a corporate network, as well as local resources such as printers and scanners. It can 
automatically assign a unique network address to each user, while allowing all users to share 
the same dial-up account. Connections are dialed automatically upon demand, without the need 
for special software. 

The Diva LAN ISDN Modem's telephone ports allow you to connect phones and fax machines, 
eliminating the expense of separate analogue lines. Users may send faxes or receive phone calls 
without interrupting data access, ensuring that important calls aren't missed. Advanced 
telephone services such as Caller ID, Call Forward, Call Hold and more are supported. You can 
also put an internal call on hold regardless of the provisioning of your ISDN line. 

Designed for non-technical users that don't have support personnel at their disposal, the Diva 
LAN ISDN Modem installs in minutes and includes many user-friendly features. 

This rest of this chapter describes the key features of your Diva LAN ISDN Modem. 
Installation instructions begin in Setup on page 1 5 . 
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Key Features 



Your Diva LAN ISDN Modem comes with many important and user- friendly features. 
Four Ethernet Ports 

The Diva LAN ISDN Modem comes equipped with four Ethernet ports. You can connect up to 
four network devices (computers, printers, etc.) to create a local area network (LAN). You can 
also connect one of the Ethernet ports to a network hub to give ISDN access to more than the 
four devices. 

Two Phone Ports 

You can connect any type of analog device (telephone, fax machine, analog modem) to the two 
phone ports, which are on the back of your Diva LAN ISDN Modem. Supplementary telephone 
services such as Call Waiting, Call Hold, Call Forwarding, Call Transfer, Call Redirection, 
Caller ID, Distinctive Ring, and others, are also supported. 

Total network security 

The Network Address Translation (NAT) feature keeps local IP addresses hidden so that your 
computers are invisible to the outside world. Password security and filtering prevent intruders 
from breaking into the Diva LAN ISDN Modem itself. 

Compression for faster throughput 

The Diva LAN ISDN Modem provides data compression to achieve throughput rates of up to 
512 kbps, four times the ISDN remote access speed of 128 kbps. 

Bandwidth on-demand 

The Diva LAN ISDN Modem's bandwidth-on-demand feature automatically monitors data 
traffic and engages the second B-channel only when needed, reducing ISDN costs. 

Advanced ISDN tariff management 

The Diva LAN ISDN Modem can be configured to: 

• Disable ISDN access during peak tariff rates or limit the total line usage in minutes for a given 
time period. 

• Set a maximum number of connections for a given period. 

• Filter out specific IP protocols which consume a lot of bandwidth. 

• Control broadcast traffic such as NetBEUI and TCP from reconnecting the ISDN line. 

Advanced diagnostics 

• On-screen display of device status. 

• Significant events are recorded in the device log. 

• Events can be set to trigger visual or audible alarms. 

• Common errors are described in non-technical language inside the Diagnostic Log, so that 
users don't need to analyze PPP or ISDN traces. 

• Detailed ISDN information for the last two calls is retained. 

• Calls are logged separately in the Call Log. 

• Reports list ISDN diagnostics in plain language along with help information. This is 
particularly useful for solving ISDN line provisioning problems. 
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• Detailed traces (including ISDN (Q.93 1), PPP, X.25, LAPD) are available enabling technical 
personnel to isolate complex communications problems. 
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Application Scenarios 



Your Diva LAN ISDN Modem can be used in a variety of applications. This section presents a 
brief overview of some of the more common ones and their features. 



Creating your own LAN for resource sharing 

The Diva LAN ISDN Modem has a built-in 10 Mbps Ethernet hub with four ports. By 
connecting computers (or other devices, such as printers) to these ports, they become part of a 
LAN and can share data and resources with each other. 



Share data and resources 




DIVA LAN ISDN Modem 



Connecting to the Internet 

In this application, the Diva LAN ISDN Modem enables you to connect one or more computers 
to the Internet for e-mail, web surfing, and file transfers. 






ISDN Line 







DIVA LAN ISDN Modem 




How it works: You connect the Diva LAN ISDN Modem to an ISDN line (which is part of the 
telephone network). You also set up an account with an ISP (Internet Service Provider), 
obtaining the necessary phone numbers, user name, and password. Once the Diva LAN ISDN 
Modem is configured with this information, it automatically calls the ISP and uses its services 
to send and receive data on the Internet. 
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Creating a Virtual Private Network 



Connect branch offices and telecommuters into an enterprise-wide Virtual Private Network 
(VPN) over the Internet. This eliminates the long-distance charges, network management 
problems, and security responsibilities associated with traditional WANs. 




DIVA LAN ISDN Modem 



Corporate Network 



Dialing directly into a corporate network 

This option enables you to connect one or more computers to your corporate LAN for file 
sharing, e-mail, data transfer. Generally, this type of connection takes place via a direct, dial-up 
link with the corporate LAN. 



A ,,,es ' use net *or kta 





V ISDN Line 










DIVA LAN ISDN Modem 



Corporate Network 



How it works: You connect the Diva LAN ISDN Modem to an ISDN line (which is part of the 
telephone network). You also contact the corporate network and obtain its ISDN phone number 
and associated user names and passwords. Once the Diva LAN ISDN Modem is configured 
with this information, it automatically calls the remote site to send data to it, for example, when 
a local users sends e-mail, or shares folders with Windows Network Neighborhood. 

You cannot connect to a corporate network if it is also using a Diva LAN ISDN Modem. 
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Attaching telephones and fax machines 

You can connect telephones, fax machines, and analog modems to the Diva LAN ISDN 
Modem. The Diva LAN ISDN Modem takes advantage of the flexibility of ISDN to enable you 
to make or receive phone calls or faxes, while at the same time connecting to the Internet or a 
corporate network with your computers. This can eliminate the need to install additional analog 
phone lines. 

You can connect any type of analog device (telephone, fax machine, analog modem) to these 
ports. Supplementary telephone services such as Call Waiting, Call Hold, Call Forwarding, Call 
Transfer, Call Redirection, Caller ID, Distinctive Ring, and others are also supported. 




ISDN Line 



DIVA LAN ISDN Modem 



Connecting more than four computers 

By attaching a Diva LAN ISDN Modem to a third-party Ethernet hub, you can connect more 
than four computers (or other devices), enabling them to share the ISDN connection. 



Third-party Ethernet Hub 




DIVA LAN ISDN Modem 



In the above example, all computers can share the ISDN link to exchange data, send e-mail, or 
surf the Web. There is no need for multiple modems, phone lines, or ISP accounts. 

Note: Two Diva LAN ISDN Modems cannot be connected in this manner. 
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Specifications 



Physical characteristics 

• Ethernet hub with four ports 

• Two analog ports 

• Indicator lights on the front of the device 

• ISDN port 

• Power connector 

• Console port (for advanced configuration only) 

ISDN support 

• Available with S/T interface only 

• Support for international switches 

Voice call handling 

• Call bumping (Dynamic Bandwidth Allocation) on incoming and outgoing analog calls 

• Advanced calling features, including call forwarding, three-way calling, etc. 

• REN of 3 for each phone port 

PPP features 

• PPP, Multilink PPP, BACP, V. 1 20 

• Compression: Ascend, MPPP, MS-STAC, STAC1, and STAC3 

• Authentication: PAP/CHAP, MS-CHAP 

Installation 

• Quick install via wizards 

• Auto detection of common problems, including line presence, incorrect configuration, etc. 

Usage/tariff management 

• Connectivity timers to restrict usage to particular days and times 

• Usage limits can be set based on number of calls or time connected 

• Call filtering 

LAN protocol 

• Supports static and dynamic IP routing 

• Supports IP PAT and NAT 

• Can act as a DHCP server 

Administration 

• Web-based configuration interface 

• Configure using IP via the Ethernet or ISDN ports 

• Statistics with real-time updates 

• Ability to save and restore configuration locally or remotely 
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Power Adapter 

• External AC wall mount adapter providing 12- 16V 

• Power consumption: 1 0 Watts maximum 
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Overview 16 

Before you Begin 17 

Step 1: Connect the Cables 21 
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Technical Support 42 



Overview 



The sections in this chapter explain how to install and configure the Diva LAN ISDN Modem 
for a variety of situations. 

Important: For your safety, follow the instructions exactly as they appear. 

Before you start the setup process, be sure to read the section Before you Begin on page 17, 
which contains important information that will help ensure a smooth installation. 
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Before you Begin 



Before you begin, do the following: 

• Gather Configuration Information 17 

• Verify Package Contents 18 

• Verify Computer Configuration 18 

• Review Location of Device Ports 19 

• Review Connection Scenarios 19 



Gather Configuration Information 

The following information will be needed to complete the setup process. 

ISDN Phone Numbers 

Your ISDN provider will assign one or more ISDN numbers to your ISDN line. These numbers 
are used by the Diva LAN ISDN Modem to identify itself on outgoing calls (both data and 
analog) and to receive incoming analog calls. 

Internet Account Information 

To connect to the Internet, you must acquire an account with an Internet Service Provider (ISP). 
Your ISP will supply the following information. 

• ISP ISDN Numbers: These are the numbers you will use to dial into in order to gain Internet 
access. Your ISP may supply a backup number in case the primary number is unavailable. 

• User name and Password: The user name and password are assigned by your ISP and are 
used when logging in to your provider's system. 

• DNS Numbers (Primary and Secondary): Your computer must reference your ISP's DNS 
server in order to find sites on the Internet. In most cases, the Diva LAN ISDN Modem will 
automatically discover these addresses. However, if the Diva LAN ISDN Modem is 
unable to do so, you will have to enter them manually. DNS server addresses consist of four 
numbers separated by periods. Each number can be from 0 to 255 (213 . 121 . 098 . ill for 
example). 
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Verify Package Contents 

Your package should contain the following: 



Diva LAN ISDN Modem 




Ethernet Cable (Blue) 

RJ45 RJ45 




ISDN Cable 

RJ45 RJ45 




Quick Install Guide 




CD-ROM 




Phone Adapter 

In certain countries, a phone 
adapter is provided so that 
telephone devices can be 
plugged into the RJ11 
connectors on the back of the 
Diva LAN ISDN Modem. 



Console Cable 
RJ45 DB9 

(Advanced configuration only) 



Verify Computer Configuration 

Each computer that will be connected to the Diva LAN ISDN Modem must have: 

• A 10BASE-T Ethernet network interface card, properly installed and configured to use the 
TCP/IP protocol. Consult the documentation that came with your card for instructions on how 
to do this. 100 Mbps Ethernet cards can only be connected to the Diva LAN ISDN Modem if 
they support auto-sensing. 

• TCP/IP communications protocol configured to obtain its IP address automatically (DHCP 
client), and not configured to use a DNS server. See Verifying TCP/IP Settings on page 36 
for information on configuring TCP/IP. 



The computer you are going to use to configure the Diva LAN ISDN Modem must have: 

• Web browser software (Netscape Navigator 3.01 or later, or Internet Explorer 4 or later). 
Internet Explorer is included on the Diva LAN ISDN Modem CD for computers running 
Windows. Windows NT 4.0 requires SP3 or later, available from http://www.microsoft.com. 
The Web browser must be configured to connect to the Internet via a local area network (LAN) 
and not through a proxy server. 



• Microsoft Windows (Windows 95/98/NT4/2000/Me), if you are going to use the Diva 
Assistant software. This software, included on the CD-ROM, provides a convenient way to 
manage the Diva LAN ISDN Modem and is useful when configuring the device over a LAN 
for the first time. You are not required to use this software, but it does make installation and 
setup easier. 
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Review Location of Device Ports 



Your Diva LAN ISDN Modem contains several ports on the back of the device. Take a few 
minutes to become more familiar with what each port is used for. 



E4 E3 E2 E1 CONSOLE POWER 



Power 
connector 



ISDN 
port 



Phone 
ports 



Ethernet 
ports 



Console Reset 
port button 



Note: Certain Diva LAN ISDN Modem models are not equipped with phone ports. 
Port Descriptions 



ISDN 


Used for connecting your Diva LAN ISDN Modem to the ISDN network. 


Ethernet 


Used for connecting computers or other network-enabled devices. 


Phone 


Used for connecting analog devices such as telephones and fax machines. 


Power 


Used for connecting the Diva LAN ISDN Modem to an electrical outlet. 


Console 


Do not use this connector; it is for advanced setup only. 


Reset 


Used for resetting the Diva LAN ISDN Modem. Pressing this button once resets the 


button 


device. Warning! All configuration settings are lost if you hold down the Reset 




button for 15 seconds. This resets the device back to factory defaults. 



Review Connection Scenarios 

The Diva LAN ISDN Modem is equipped with four Ethernet ports. You may connect up to four 
network devices (computers, printers, etc.) and in doing so create your own local area network. 
You can also connect one of the Ethernet ports to a hub in order to accommodate more than 
four network devices. 

The phone ports are available on the back of your Diva LAN ISDN Modem, next to the 
Ethernet ports. You can connect any type of analog device (telephone, fax machine, analog 
modem) to these ports. 
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Below is an overview of the available connectors. During first-time setup, it is recommended 
that you connect one computer only to ensure proper operation, then connect the rest of your 
equipment. 
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Step 1: Connect the Cables 



This procedure will describe how to connect one computer to the Diva LAN ISDN Modem to 
get everything running properly with minimum steps. You can then connect other computers or 
your analog equipment. 

Your Diva LAN ISDN Modem package includes one Ethernet cable (the blue cable). This is a 
standard, straight-through cable. If you plan to connect more than one computer to the Diva 
LAN ISDN Modem, you will need to acquire a separate standard Ethernet cable for each piece 
of equipment. 



Installation Diagram 



\ 




— PHONE — 
ISDN 1 2 


ETHERNET 

E4 E3 E2 El 

RIRIRIR 


CONSOLE POWER 




Step 2: 
ISDN 
Cable 



Step 3: 
Ethernet 
Cable 
(Blue) 



ISDN 
wall outlet 




Computer 



T Step 1: 
I Power 
\Adapter 

HI 



Note: The Diva LAN ISDN Modem depicted above has two phone ports. Certain models are not equipped 
with phone ports. 



Procedure 

Note: For your safety, connect the power adapter before connecting the other cables. 
Leave your computer on during installation. 

1. Connect the power adapter. 

Connecting the power adapter first allows you to see the status indicators for the other cables. 
When connected, the Power indicator light (on the front of the device) should turn on. 

2. Connect the ISDN cable. 

Once connected, the D and LINK status lights (on the front of the device) should start 
flashing. This indicates that the Diva LAN ISDN Modem is attempting to synchronize with 
the ISDN network. When solid, synchronization has been established. 

These two lights may go off when the line is not in use, as many ISDN networks disconnect 
to conserve power. 

3. Connect the Ethernet cable. 

The Ethernet cable plugs into the Ethernet port of your computer. Plug the other end into 
your Diva LAN ISDN Modem. It does not matter which Ethernet port you use. 

Once connected, the Ethernet status light for the connected port should light up, indicating 
that the Ethernet cable is connected properly. 

Note: The Diva LAN ISDN Modem has a port labelled 'Console' between the Ethernet ports and the 
power connector. Do not use this port. 
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4. Verify your TCP/IP settings, if required. 

TCP/IP for your Ethernet card should be configured to acquire its IP address from a DHCP 
server. If required, restart your computer so that the new settings take effect. 

Ethernet cards are normally set to this way by default. See the User's Guide for details on 
how to do this, or consult the help included with your operating system. 

5. To continue, see Step 2: Log in to the Web Interface on page 23. 
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Step 2: Log in to the Web Interface 



All settings are configured via a series of web pages stored on the Diva LAN ISDN Modem 
itself. These web pages are accessed through a web browser (Internet Explorer 4.0 or Netscape 
Navigator 3.0, or later versions, required). In order to configure your Diva LAN ISDN Modem, 
you must access the device through your browser, then log in. 

Logging In 

1. Launch your browser. 

2. Click 'File', then 'Open'. 

3. Type 192.168.1.1 and click 'OK'. 



Open 




V 


Type the Internet address of a document or folder, and 
Internet Explorer will open it for you. 


□ pen: 


| 192.168.1.1 




I - Open as Web Folder 


| j Cancel | Browse... | 



4. The 'Log in' page should appear. 



Welcome to the 

DIVA LAN ISDN Modem 



To log in, outer your password: 



Log in | 



Note: If you do not see the log In' page, see Troubleshooting for help. 

5. Click 'Log In'. By default there is no password. 

6. When accessing the configuration pages for the first time, you will next be asked to specify 
your region. Click 'OK' after making your choice. 



Identify your location Country 



Choose The country or region you are located in and click OK. If youi country 01 region 
is not in The MsT, choose International. 



_ink)Z] 



Australia (On Ramp) s 
Australia (Micro Lin 
Austria 
Belgium 
China 

Cyprus M 



If your region does not appear in the list, choose International (the last entry in the list). 
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7. The main menu appears. 



DIVA LAN ISDN Modem 

Configuration main menu 



Quick start 



DIVA 



Internet Wizard - Quickly create a connection to the internet. 
Phone line Wizard - Quickly set up your phone lines. 



Administration These options are only fully enable once you complete the Internet 
wizard 



Connection profiles 

Configure your connection 
profile settings. 

Statistics 

See current statistics for all 
protocols. 

Mai nte lift nee 

Update and backup your 
configuration or firmware. 



Manual configuration 

Manual access to all 
configuration settings. 

View system status and io<i 

information on the status, past 
and present, of your device. 

Info i niation 

Contact us, technical support, 
etc... 




Reset Log out 



Note: Most links will not be available until youcomplete the Internet Wizard. 
8. To continue, see Step 3: Internet Wizard on page 26. 



Troubleshooting 

If the 'Login' page does not appear, try the following: 

• Verify that all cables are connected properly. 

• Make sure your Ethernet card is set to get its IP address from a DHCP server. If required, 
restart your computer so that the new settings take effect. See the User's Guide for details on 
how to do this, or consult the help included with your operating system. 

• Make sure your web browser is configured to use the LAN and not a dial-up connection, and 
that your browser is not set to use a proxy server. See Adjusting Browser Settings (below) 
for instructions on how to do this. 

• Change the IP address of your computer manually to 1 92. 1 68. 1 .2, restart, and try again. This 
puts your computer on the same subnet as the Diva LAN ISDN Modem. However, this is not 
the preferred setup method. 

• The device IP address is a setting stored on the device and can be changed. Verify that you 
are using the correct IP address (the default is 192.168.1.1). 



Adjusting Browser Settings 

If you are not able to access the configuration pages, verify your browser settings as described 
below. Note that the steps may vary slightly depending on the browser version used. 

• Internet Explorer version 5 or later: 

- From the 'Tools' menu, select 'Internet Options', click the 'Connections' tab, then click 
'Setup'. 

- Select the option 'I want to set up my Internet connection manually', then click 'Next'. 

- Select T want to connect through a local area network', then click 'Next'. 

- Clear all proxy options, then click 'Next'. 

- Clear the option 'Connect to the Internet immediately', then click 'Finish'. 

• Internet Explorer previous to version 5 : 

- From the 'View' menu, select 'Internet Options', then click the 'Connection' tab. 

- Verify that 'Connect to the internet using a local area network' is enabled. 
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- Verify that the 'Proxy Server' option is disabled. 



• Netscape Navigator (do one of the following): 

- Under Options, click 'Network Preferences', then 'Proxies'. Verify that the 'No Proxies' 
option is selected. 

- Under the 'Edit' menu, click 'Preferences', 'Advanced', then 'Proxies'. Verify that the 
'Direct Connection to the Internet' is enabled. 



Once finished making changes, click 'OK', then retry accessing the web-based configuration 
pages. 
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Step 3: Internet Wizard 



The Internet Wizard consists of a series of web pages designed to help you quickly and easily 
input your Internet connection settings (such as your username and password). The wizard will 
then test if your settings are correct. 



Completing the Internet Connection Wizard 

1. From the main menu, click the 'Internet Wizard' link. 

The first page of the wizard ('Network Setup') appears. Fill in all the required fields. Brief 
explanations are provided below. 



Internet Connection Wizard 



Internet Network Setup B 



1. Network Setup 

2. Cost Control 

3. Review & Save 



Specify the name to assign Profile name : 
to this profile. Jjgp 




Specify the phone numberfs) Primary telephone number : 
of your ISP's ISDN service. J — 

Backup telephone number : 




Checkthisboxifyouwantto Compuserve fV.120l : 

connect to Compuserve .— ^ 

using V.120. 1 



Specify account information User name 

r 



to logon to your ISP. 




Specify these DNS addresses 


Primarv DNS IP address: 


if required by your ISP. 


|o. 0.0.0 * — 




Secondarv DNS IP address: 




|o. 0.0.0 < ' 



A Enter your ISP's ISDN phone numbers in these fields. 

B Check this box if you intend to use Compuserve as your Internet provider, with a V.120 
connection. 

C Enter your user name and password in these fields. Be careful to use upper- and lowercase where 
required. 

D If your ISP supplied DNS server addresses, enter the addresses in these fields. If not, leave these 
addresses as 0.0.0.0. When set to 0.0.0.0, the Diva LAN ISDN Modem will discover these 
addresses automatically (must be supported by your ISP). 



Note: Do not change the profile name. 
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2. Click 'Next'. The 'Cost Control' page appears. 



These settings are designed to assist you in ensuring that your ISDN line is not accidentally 
used by your applications. Read the onscreen instructions carefully and, if necessary, adjust 
your settings. 



Internet Connection Wizard 



Cost Control Setup l~~ 



Network Setup 
Cost Control 

Review & Save 
Test & Connect 




I WARNING : We have designed this 
I additional feature and settings in an effort to 
I protect you against accidental usage of 
I your ISDN line by the applications that you 
I are using. The settings given here should be 
I OK in most cases and with most of the 
I applications. However, the ultimate 
I responsibility to limit your ISDN usage 
I charges lies with you. You must change 
I and/or adjust these settings in accordance 
I with the calling-out features of your 
I applications. 



Enable data call threshold 
monitoring? W 

Threshold monitoring interval : 

[l Days 

Maximum number of calls : 



|50" 



Maximum duration of calls : 

H Hours 



The "Maximum Number of Calls" setting 
restricts the number of outgoing calls that 
your application makes through your DIVA 
during the "Threshold Monitoring Interval" 
that is set. 



The "Maximum Duration of Calls" setting 
restricts the total time-length of all outgoing 
calls during the "Threshold Monitoring 
Interval". This prevents an application from 
keeping your link open for an extended 




3. Click 'Next'. The 'Review and Save' page appears. 



Internet Connection wizard 



Review & Save 




Setup is ready to create a connection with the following 
characteristics. 



Cost Control 
Review & Save 

;t & Connect 



Primary telephone number: 7110511 
Backup telephone number: 



Username: Edwin 
Password: 



Primary DNS address: 0.0.0.0 
Secondary DNS address: 0.0.0.0 



Now is a good time to test your configuration by connecting. Click 
on "Save + Test" to connect. 

If you do not want to test at this point and your configuration is 
good, click "Save" . 

Otherwise, click "Back" and correct those that are in error. 





Back 


Save 


Save + Test 
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4. If the Diva LAN ISDN Modem is connected to your ISDN line, click ' Save + Test' (otherwise, 
just click 'Save'). 

The 'Save + Test' option will validate your configuration and point out any errors. 
The screenshot below reports a successful test. 



ISP Connection Wizard Testing... 



Now testing your configuration 

Please be patient as this may take a few seconds. 



• Checking initial state ... Ok 

• Checking ISDN ... Ready 

• Connecting with ISDN ... Connected 

• PPP negotiation ... Success 

• Authentication ... Success 

• IP address negotiation... Success 

• Pinging the remote... Pings received from the remote 

• Checking DNS server configuration ... Server addresses are configured properly. 

• This profile works properly. 



Connection results: 

This configuration profile connects properly! 
Congratulations! 




Go Check firmware Done 



When a test fails, the Internet wizard provides a link to the settings that are suspected to be 
in error. Click on the link to make your corrections. 

5. Click 'Done'. You are returned to the main menu. 
Setup Complete! 

Once you have successfully set up Internet access, initial setup is complete! We suggest you use 
your Internet access to visit the Eicon Networks website (http://www.eicon.com/), where you 
can register your Diva LAN ISDN Modem. 

You also may want to connect other equipment. See Connecting Analog Phone Equipment 

on page 34 for more information. 
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Optional: Installing Diva Assistant 



The DIVA Assistant provides a convenient tool for managing your Diva LAN ISDN Modem. 
You can do many things without having to log on to the web interface, including backing up 
configuration, updating firmware, and dialing or hanging up calls. 

Note: Diva Assistant is for use on Windows 95/98/NT4/2000/Me. 

The DIVA Assistant includes the Network Wizard, which is especially useful for setting up the 
device on a LAN. 



Installing the DIVA Assistant 

1. Quit all open applications. You must restart your computer once installation is complete. 

2. Insert the Diva CD-ROM into your CD-ROM drive. The setup program should start 
automatically and the following welcome screen should appear. (If not, double-click 
'SETUP' in the CD's root folder.) 

3. From the 'Welcome' screen, click 'Software / Documentation'. 

4. Click 'Install Diva Software'. The setup wizard starts. 



0 Diva ISDN Router - InstallShield Wizard 




Welcome to the InstallShield Wizard for Diva 
ISDN Router 



The InstallShieldfR) Wizard will install Diva ISDN Router on your 
computer. To continue, click Next. 



5. Click 'Next' and follow the onscreen instructions. 

6. When installation is complete and you click 'Finish', you will see a message stating that you 
must restart your computer before launching the software. Click 'Yes'. 



\$ Diva ISDN Router Installer Information 



A You must restart your system for the configuration 
/ I \ changes made to Diva ISDN Router to take effect. Click 
' Yes to restart now or No if you plan to restart later. 



You may encounter problems with the Diva Assistant if you do not restart your computer 
after installation. 



Once you have restarted, the Diva Assistant icon will appear in the Windows system tray. 



For an introduction to the using the DIVA Assistant, see Diva Assistant (Windows Only) on 

page 47. 
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Removing the Diva Assistant 

To remove the Diva Assistant: 

1. Click 'Start', 'Settings', 'Control Panel'. 

2. Double-click 'Add/Remove Programs'. 

3. From the Tnstall/UninstalP tab, scroll down the list and select 'Diva ISDN Router' 

4. Click the 'Add/Remove' button and follow the onscreen instructions. 
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LAN Setup 



Installing the Diva LAN ISDN Modem on an existing LAN can be extremely simple or quite 
challenging, depending on the complexity of your existing LAN setup. 

To help you successfully integrate the Diva LAN ISDN Modem into your setup, this LAN 
installation section presents strategies that should work in the majority of cases. However, due 
to the wide range of networking equipment and topologies that are in use worldwide, your 
configuration needs may fall outside the strategy presented here. 

If in doubt, contact your network administrator (or other support personnel) to help you with 
your installation. 

About the Ethernet Cable 

The blue Ethernet cable included with your package is a standard, straight-through Ethernet 
cable and is used to connect the Diva LAN ISDN Modem directly to a network hub. Do not use 
the crossover adapter included with your package. 

Using the Diva Assistant to set up over a LAN 

For many LAN setups, if you are not using the Diva LAN ISDN Modem as a DHCP server, the 
first setting that must be changed once you log in is the LAN IP address of the device. 

The default LAN IP address for the Diva LAN ISDN Modem is 1 92. 1 68. 1 . 1 . Normally, in order 
to contact the Diva LAN ISDN Modem through TCP/IP, your computer's IP address must be on 
the same subnet as the device. For example, your computer could be set to 192.168.1.2 and 
subnet mask set to 255.255.255.0. 

If at least one computer on your LAN uses Windows, install the Diva Assistant on that 
computer and use it to contact and configure the Diva LAN ISDN Modem. The Diva Assistant 
has a special feature that allows it to communicate with the Diva LAN ISDN Modem over a 
network, without having to change the computer's TCP/IP settings. 

Once the Diva Assistant has detected the Diva LAN ISDN Modem, you will be asked if you 
want to change its IP address. 

General Setup Procedure 

The following is a general guideline for the setup procedure you must follow when setting up 
over a LAN. 

1. Connect the Diva LAN ISDN Modem to the hub on your LAN. 

2. If you must change the LAN IP address of the device, and a computer using Windows is 
available on the LAN, install the Diva Assistant as described in Optional: Installing Diva 
Assistant on page 29. 

Once installation is finished and you have restarted your computer, right-click on the Diva 
Assistant icon in the system tray, then select 'Network Wizard'. Follow the on-screen 
instructions. Once the Diva Assistant has detected the Diva LAN ISDN Modem, you will be 
asked if you want to change its IP address. 

3. Contact the Diva LAN ISDN Modem as described in Step 2: Log in to the Web Interface 

on page 23. 

Remember that, to contact the Diva LAN ISDN Modem at its default IP address of 
192.168.1.1, your computer must be on the same subnet (assigned an IP address of 
192.168.1.x). If you are using the Diva LAN ISDN Modem as your DHCP server, you must 
acquire a new IP address before attempting to contact the device. If your LAN has an existing 
DHCP server or if the LAN uses static IP addresses, you must manually change the IP address 
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of your computer to 192.168.1.2 (or 192.168.1.3, etc.) and subnet mask to 255.255.255.0, 
before contacting the Diva LAN ISDN Modem. 

Once you have contacted the device and logged on, you can change the device IP address so 
that it Diva LAN ISDN Modem matches those on your LAN (see "IP Addressing" on page 32 
for more information). 

Note: If you are successful in contacting the Diva LAN ISDN Modem over a LAN, use a single 
non-networked computer for initial configuration, as described in Step 1: Connect the Cables on 
page 21. 

4. Complete the Internet Wizard as described in Step 3: Internet Wizard on page 26, then 
verify that the Internet is accessible from the required machines. 

Note: Depending on your LAN setup, you may need to restart other machines on the LAN before 
Internet access is available. 

5. Adjust other LAN settings, such as those on a router or on the Diva LAN ISDN Modem itself. 



Built-in DHCP Server 

The Diva LAN ISDN Modem has a built-in DHCP server. When you drop the Diva LAN ISDN 
Modem into a LAN, the Diva LAN ISDN Modem senses if another DHCP server exists and 
de-activates its own DHCP services. To re-activate the DHCP server, disable the other server, 
then press the Reset button on the back of the Diva LAN ISDN Modem. 

If you are planning on using the Diva LAN ISDN Modem as the DHCP server for your LAN, 
make sure each computer is set up to acquire its IP address dynamically. 

IP Addressing 

If your LAN uses static IP addressing, or if you are using an existing DHCP server, you must 
assign the Diva LAN ISDN Modem a unique LAN IP address. To change this setting: 

1. Access the web interface. 

2. Click 'Manual Configuration'. 

3. Click 'LAN'. 

4. Enter a new IP address in the 'LAN IP Address' field. If required, enter a new subnet mask 
as well.. 



I LAN parameters j 


Edit LAN |>h.ii iiineters 




IP address: 


192.168.1.1 <« — 




Subnet mask: 


255 255 255 0 






RIP parameters 










RIP version: 


|VZcompatibletoV.1 j^J 






Route meraina? 


r 






RIP nolicv: 


| Periodic T | 




Cancel | Resetforrn | 






Save | 



-LAN IP 
address 



Note : This step is done automatically if the Diva Assistant is used. See Using the Diva Assistant to 
set up over a LAN on page 31 for more information. 



Once you click 'Save', you will lose contact with the device. To re-access the web interface, 
click 'File', 'Open' in your web browser, then enter the new IP address. You may need to 
change the TCP/IP settings on your computer before being able to access the Diva LAN ISDN 
Modem after the IP address has been changed. 
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However, if your computer is set to acquire its IP address dynamically from a DHCP server, 
you need only restart your computer (or reset the IP address manually using 'winipcfg' with 
Windows 9x or 'ipconfig /renew' for Windows 2000/NT). The Diva LAN ISDN Modem will 
assign the new address. 

Adjusting LAN Settings 

If your LAN uses static addressing 

If your LAN uses static addressing, you must configure the TCP/IP settings on each computer. 
Specifically, set each computer's 'Default Gateway' and 'DNS Server' settings to the address 
of the Diva LAN ISDN Modem. 

If your LAN has a DHCP server 

If your LAN has a DHCP server, configure your DHCP server to return the address of the Diva 
LAN ISDN Modem as the 'Default Gateway' and 'DNS Server' to all clients. 

If your LAN has a router 

If you have a router on your LAN, it is likely configured as the default gateway for your 
computers. In this case, you will need to configure the routing table on your router to re-direct 
the appropriate traffic to the Diva LAN ISDN Modem. You must also add a route on the Diva 
LAN ISDN Modem to direct appropriate traffic to the router. 

Consider the following example: 




Traffic from LAN A addressed to LAN B is forwarded by the router to LAN B. 

Traffic from LAN A addressed to the Internet needs to be forwarded by the router to the Diva 
LAN ISDN Modem. This requires you to configure a route on the router. 

Traffic from the Internet to LAN B needs to be forwarded to the router. This requires you to 
configure a route on the Diva LAN ISDN Modem. No route is needed for traffic to LAN A. 

See IP Routes on page 147 for more information on this topic. 
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Connecting Supplementary Equipment 



Once you have one computer connected to the Diva LAN ISDN Modem, you may connect 
additional equipment, such as more computers or analog phone equipment, to the available 
ports on the Diva LAN ISDN Modem. 

• Connecting up to Four Computers 34 

• Connecting Analog Phone Equipment 34 




Computer Computer Computer Computer 



Connecting up to Four Computers 

You can connect up to four computers to the Diva LAN ISDN Modem. In this case, the Diva 
LAN ISDN Modem acts as a DHCP server, assigning IP addresses dynamically to each device. 
You can also connect printers or other Ethernet network devices so that they are accessible by 
other computers connected to the Diva LAN ISDN Modem. 

Note: You must acquire additional standard, straight-through Ethernet cables in order to connect more 
computers to the Diva LAN ISDN Modem. Your package comes with one Ethernet cable only. 

To connect additional computers: 

1. Connect your straight-through Ethernet cable to an available Ethernet port on the back of the 
Diva LAN ISDN Modem. Connect the other end of the cable to the Ethernet port on your 
computer. 

Once connected, the Ethernet status light for the connected port should light up, indicating 
that the Ethernet cable is connected properly. 

2. Prepare the computer as described in Verify Computer Configuration on page 18 and 
Verifying TCP/IP Settings on page 36. 

3. Restart your computer, if required. 

Once this procedure is complete, you should be able to access the Internet through the Diva 
LAN ISDN Modem from each newly-connected computer. Launch your application (a web 
browser for example) and the connection is established automatically. 



Connecting Analog Phone Equipment 

If your Diva LAN ISDN Modem is equipped with phone ports, you can connect analog devices, 
such as telephones or fax machines, to the phone ports. 

In certain countries, you must plug the cable from your analog device into a phone adapter 
before connecting it to the Diva LAN ISDN Modem. 
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Telephones and fax machines you connect to the Diva LAN ISDN Modem should work without 
any further configuration. However, you can fine-tune the behavior of analog devices. For 
example, you can specify which ports should answer which phone numbers. To do this, access 
the Diva LAN ISDN Modem web configuration pages and click 'Phone Line Wizard'. 

For information on changing these settings, see Phone Settings and Number Assignments on 

page 85. 



Setup 



35 



Verifying TCP/IP Settings 



For most connection scenarios, your computer must have TCP/IP configured to act as a DHCP 
client. This allows your computer to dynamically acquire its IP address and other settings from 
the Diva LAN ISDN Modem. 

The following procedures describe how to set your TCP/IP settings for Windows 95, 
Windows 98, Windows NT® 4.0, Windows 2000, and Macintosh® (Mac OS 8). For other 
platforms, consult the documentation for your operating system. 

• TCP/IP Settings for Windows 95/98 36 

• TCP/IP Settings for Windows NT 4.0 37 

• TCP/IP Settings for Windows 2000 38 

• TCP/IP Settings for Macintosh (Mac OS 8 or later) 38 



If you do not want to use the DHCP feature of the Diva LAN ISDN Modem, you must change 
the IP address of your computer to match that of the device. For example, the default IP address 
for the device is 192.168.1.1. You must then change the IP address of your computer to 
192.168.1.2, or 192.168.1.3, etc. 

TCP/IP Settings for Windows 95/98 

The following procedure describes how to verify and install TCP/IP on Windows 95 or 
Windows 98. If TCP/IP is already installed on your system, go to Configuring TCP/IP 
(below). Note that if you have more than one Ethernet adapter installed on your system, you 
must only change the settings for the adapter used by the Diva LAN ISDN Modem. 

Procedure 

1. Click 'Start', 'Settings', 'Control Panel'. 

2. Double-click the 'Network' icon. The 'Network' dialog box appears. By default, the 
'Configuration' tab is displayed. 

• If ' TCP/IP ' is not listed for your network adapter in the 'Components ' list, go to Installing 
TCP/IP (below). 

• If 'TCP/IP' is listed for your network adapter in the 'Components' list, then the protocol 
is already installed. Go to Configuring TCP/IP (below). 

Installing TCP/IP 

1. Click 'Add'. The 'Select Network Component Type' dialog box appears. 

2. Select 'Protocol', then click 'Add'. The 'Select Network Protocol' window appears. 

3. In the 'Manufacturer' box, select 'Microsoft'®. 
In 'Network Protocols', select 'TCP/IP'. 

4. Click 'OK'. Once installation is complete, you are returned to the Network window. 

5. Do not click the 'OK' button yet; next you will verify your TCP/IP settings. 
Go to Configuring TCP/IP (below). 

Configuring TCP/IP 

1, In the list of components, select 'TCP/IP' for your network card, then click 'Properties'. The 
'TCP/IP Properties' dialog box appears. 
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2. Click the 'IP Address' tab and select 'Obtain an IP address automatically'. This defines your 
machine as a DHCP client. 

3. Click the 'WINS Configuration' tab and select 'Use DHCP for WINS Resolution'. 

4. Click the 'Gateway' tab and remove all existing gateways. 

5. Click the 'DNS Configuration' tab and select 'Disable DNS.' This instructs your computer 
to obtain DNS server information via DHCP. 

6. Click 'OK', then click 'OK' again. 

Note: You may be asked to insert your original Windows installation CD-ROM. 

7. Click 'Yes' when prompted to restart your system. 

TCP/IP Settings for Windows NT 4.0 

The following procedure describes how to install TCP/IP on Windows NT 4.0. If TCP/IP is 
already installed on your system, see Configuring TCP/IP (below). Note that if you have more 
than one Ethernet adapter installed on your system, you must only change the settings for the 
adapter used by the Diva LAN ISDN Modem. 

Procedure 

1. Click 'Start', 'Settings', 'Control Panel'. 

2. Double-click the 'Network' icon. The Network dialog box appears. 

3. Click the 'Protocols' tab. 

• If 'TCP/IP' is not listed, go to Installing TCP/IP (below). 

• If 'TCP/IP' is listed, then the protocol is already installed. Go to Configuring TCP/IP 
(below). 

Installing TCP/IP 

1. From the 'Protocols' tab, click 'Add'. 

2. Select 'TCP/IP protocol' as your network protocol, then click 'OK'. 

3. Click 'Yes' to use DHCP. 

4. When prompted, insert the original Windows NT installation CD and enter d:\i386 (where 
d: is the drive letter of your CD drive), and click 'Continue'. 

5. Do not click the 'OK' button yet; next you will verify your TCP/IP settings. 
Go to Configuring TCP/IP (below). 

Configuring TCP/IP 

1. Click the 'Protocols' tab. 

2. Select 'TCP/IP protocol', then click 'Properties'. 

3. Select 'Obtain an IP address from a DHCP server'. 

4. Click the 'DNS' tab. Delete any DNS addresses are configured. 

5. Click 'OK'. 

6. Restart your computer if requested to do so. 
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TCP/IP Settings for Windows 2000 

Windows 2000 automatically created a network adapter profile (named 'Local Area 
Connection' by default) when the adapter was installed. However, the TCP/IP protocol is not 
installed by default. You must check if this profile has the Internet Protocol (TCP/IP) installed 
and properly configured. Note that if you have more than one Ethernet adapter installed on your 
system, you must only change the settings for the adapter used by the Diva LAN ISDN Modem. 

Procedure 

1. Click 'Start', 'Settings', 'NetworkandDial-upConnections',then'LocalAreaConnection'. 
(Note the name of this connection may be different as it can be changed by the user.) The 
status window for this adapter is displayed. 

2. Click 'Properties'. The properties window for this adapter is displayed. 

• If 'Internet Protocol (TCP/IP)' is not listed in the 'Components' list, go to Installing 
TCP/IP (below). 

• If 'Internet Protocol (TCP/IP)' is listed in the 'Components' list, then the protocol is 
already installed. Go to Verifying TCP/IP Settings (below). 

Installing TCP/IP 

1. Click the 'Install' button. The 'Select Network Component Type' window appears. 

2. Select 'Protocol' and click 'Add'. A list of available protocols appears. 

3. Select 'Internet Protocol (TCP/IP)' then click 'OK'. Once the installation is complete, you 
are returned to the properties window. 

4. Do not click the 'Close' button yet; next you will verify your TCP/IP settings. Continue with 
Verifying TCP/IP Settings (below). 

Verifying TCP/IP Settings 

1. Select 'Internet Protocol (TCP/IP)', then click 'Properties'. 

2. The settings should be 'Obtain an IP address automatically' and 'Obtain DNS server 
automatically'. 

3. Click 'OK', then 'OK' again, then click 'Close'. 

4. Restart your computer if requested to do so. 

TCP/IP Settings for Macintosh (Mac OS 8 or later) 

TCP/IP is installed by default with your Mac OS. If it is not in the Control Panels folder, 
reinstall it from your System Installation CD. 

Procedure 

1. From the Apple menu, select 'Control Panels'. 

2. Select 'TCP/IP'. 

3. Set 'Connect via' to 'Ethernet'. 

4. Set 'Configure' to 'Using DHCP Server'. 

5. Close the TCP/IP control panel. 

6. Click 'Yes' to save the changes. 

It is not necessary to restart your computer after making these changes. 
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Troubleshooting 



Below are some of the most common problems associated with setting up the Diva LAN ISDN 
Modem. 

The front indicator lights may also give insight into what is happening to the device. See 
Indicator Lights on page 49 for more information. 

General 

• Verify all cables. The ISDN, Ethernet, and power cables have corresponding indicator lights 
for verification. 

• If the ISDN light is blinking, verify that the ISDN cable is connected to the correct port. If 
the ISDN light continues to blink, the Diva LAN ISDN Modem is having difficulty 
establishing a connection with the ISDN network. Contact your provider for assistance. 

• If the Ethernet light is not lit, check that the Ethernet cable is connected properly and that you 
are using the proper cable type (standard for connecting to a hub, crossover if you are 
connecting directly to a computer). You can use the crossover adapter with the blue Ethernet 
cable (both of which are included in your package) if you do not have a crossover cable. 

• Press the 'Reset' button once quickly. This will reboot the device and could resolve any 
problems you are having. See Resetting the Device on page 50 for more information. 

Cannot access the Internet 

• Verify that all account information has been entered correctly. If necessary, re-run the Internet 
Wizard (see Step 3: Internet Wizard on page 26 for more information). 

• Make sure the TCP/IP settings for your computer are configured properly (see Verifying 
TCP/IP Settings on page 36), and that you have rebooted your computer. 

Cannot access the 'Login' page 

• Make sure your Ethernet card is set to get its IP address dynamically. If required, restart your 
computer so that the new settings take effect. See Verifying TCP/IP Settings on page 36 for 
more information, or consult the help included with your operating system. 

• Make sure your web browser is configured to use the LAN and not a dial-up connection, and 
that your browser is not set to use a proxy server. See Adjusting Browser Settings on page 24 
for instructions on how to do this. 

• Change the IP address of your computer manually to 1 92. 1 68. 1 .2, restart, and try again. This 
puts your computer on the same subnet as the Diva LAN ISDN Modem. However, this is not 
the preferred setup method. 

• The device IP address is a setting stored on the device and can be changed. Verify that you 
are using the correct IP address (the default is 192.168.1.1). 

Not able to access the 'Login' web page during setup on a LAN 

If you are adding the Diva LAN ISDN Modem to a LAN but are not able to contact the device 
via your web browser, it is recommended you connect the device to a single computer first to 
change any necessary parameters. Below are some installation tips: 

• The device IP address can be changed; verify that you are trying to access the correct IP address 
if connecting through a browser. Consult your network administrator for more information. 
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• If your Diva LAN ISDN Modem is connected to a LAN, the device may be working properly 
but may not be accessible across the LAN. This is because the Diva LAN ISDN Modem needs 
to be on the same subnet as the computer you are using to access it. For example, if the Diva 
LAN ISDN Modem is set to 192.168.1.1, your computer should be 192.168. 1 .###), If this is 
the case, the best solution is to connect the Diva LAN ISDN Modem directly to a computer 
(and not over a LAN) and attempt to contact the device. Consult your network administrator 
for more information. 

• Make sure the Diva LAN ISDN Modem has a unique IP address. For example, the default IP 
address is 192.168.1.1. If another device on the LAN already has this address, you may not 
be able to contact the Diva LAN ISDN Modem. To verify, ping the device address ( 1 92. 1 68. 1 . 1 
by default). If you get a reply, disconnect the Diva LAN ISDN Modem from your LAN and 
ping 192.168.1.1 again. If you still get a reply, you have two devices on the same LAN with 
the same IP address. 

In this case, you have three options: change the IP address of the other device, remove the 
other device from the LAN, or temporarily connect the Diva LAN ISDN Modem directly to 
a computer (outside of the LAN). 

• If you first tried to set up your Diva LAN ISDN Modem on a LAN that has an existing DHCP 
server, press the Reset button once on the back of the device. The Diva LAN ISDN Modem 
may have detected your existing DHCP server and switched off its own DHCP services; 
pressing Reset turns DHCP back on. 

• If you cannot log on as described above, try the following: Change the IP address of the 
computer to 192.168.1.2, restart if necessary, then open the URL 192.168.1.1 using your web 
browser. 

Fault light is red 

• Press the reset button to resolve the problem. 

• If the fault light stays red, hold down the Reset button for 1 5 seconds to reset the device to 
factory defaults. Note that this procedure will erase all configuration settings. See Resetting 
the Device on page 50 for more information. 

• If the light stays red, contact your Eicon Networks supplier. 
Browser Settings 

If you are not able to access the configuration pages, verify your browser settings as described 
below. Note that the steps may vary slightly depending on the browser version used. 

Internet Explorer version 5 or later: 

• From the 'Tools' menu, select 'Internet Options', then click the 'Connections' tab. Click 
'Setup'. 

• Select the option 'I want to set up my Internet connection manually', then click 'Next'. 

• Select T want to connect through a local area network', then click 'Next'. 

• Clear all proxy options, then click 'Next'. 

• Clear the option 'Connect to the Internet immediately', then click 'Finish'. 

• Click 'OK', then retry accessing the web-based configuration pages. 

Internet Explorer previous to version 5 

• From the 'View' menu, select 'Internet Options', then click the 'Connection' tab. 

• Verify that 'Connect to the internet using a local area network' is enabled. 

• Verify that the 'Proxy Server' option is disabled. 

• Click 'OK', then retry accessing the web-based configuration pages. 
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Netscape Navigator 

Depending on the version of Navigator, do one of the following. 

• Under Options, click 'Network Preferences', then 'Proxies'. Verify that the 'No Proxies' 
option is selected. 

• Under the 'Edit' menu, click 'Preferences', 'Advanced', then 'Proxies'. Verify that the 'Direct 
Connection to the Internet' is enabled. 

• Click 'OK', then retry accessing the web-based configuration pages. 
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Technical Support 



To obtain technical support for Eicon Networks products, visit our web site at: 

http : / /www. eicon . com/ support/ 

For customer service, contact your Eicon Networks supplier. 

To go directly to the Diva LAN ISDN Modem product page, visit 
http : // www . eicon . com/ divalan/ 
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General Information 



The following describes general topics related to the everyday use of your Diva LAN ISDN 
Modem. 

Dialing Out 

The Diva LAN ISDN Modem automatically dials out and establishes the ISDN link to the 
Internet. You simply launch the applications you use to do your work, such as a web browser or 
e-mail program, and you are automatically connected. 

You can also establish your connections manually, dialing and hanging up as you see fit. See 
Dialing Out on page 45 for details. 

Idle Timer 

By default, the Diva LAN ISDN Modem stays connected until the line has been idle for two 
minutes. To adjust this setting, see Idle Timer on page 70. 

Registering your Product 

Once your setup is running you should visit the Eicon Networks web site and register your Diva 
LAN ISDN Modem. This ensures that you will always be kept up-to-date of new features and 
firmware releases. Point your web browser to: 

http : // www . eicon . com/ divalan/ 

then click the button 'Register Online' on the left side of the page. 

You can also follow the firmware upgrade procedure in the section Upgrading Firmware via a 
Web Browser on page 61. Registration is part of the upgrade process. 

Minimizing your ISDN charges 

The Diva LAN ISDN Modem has several pre-defined settings to help reduce your ISDN 
charges. To adjust these settings for your installation, see Minimizing ISDN Charges on 
page 63 and Security on page 111. 

Using telephones, fax machines, and modems 

See Phone Settings and Number Assignments on page 85 for complete details on setting up 
your analog devices. See Calling Features on page 97 for information on how to use calling 
features. 

Configuring security features 

The Diva LAN ISDN Modem provides a wide range of security features. See Security on 
page 111 for complete details. 
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Dialing Out 



The Diva LAN ISDN Modem automatically dials out and establishes the ISDN link to the 
Internet as required. You simply launch the applications you use to do your work, such as a web 
browser or e-mail program, and you are automatically connected. 

You can also establish and hang up your connections manually, as described below. If you never 
want a connection established automatically, you must enable the 'Manual Dialing Only' 
option for each connection profile (see Manual Dialing on page 76 for more information). 

• Dialing or Hanging up using the Diva Assistant (Windows only) 45 

• Dialing or Hanging up using the Web Configuration Pages 46 



Dialing or Hanging up using the Diva Assistant (Windows only) 

1, Launch the Diva Assistant (you can double-click on the system tray icon). 

2. Double-click the profile name (usually TSP') you want to dial or disconnect. 



JEJl"! 



File View Help 



General j Tools ] Diagnostic Log ] Call Log I 
Device indicators 





Device information 
Device name: div 



Device type: DIVA LAN ISDN Modem 

IP address: (T32.1GS 1.1 

MAC address: [IQ-6Q-68-80-A4-D 9 

Firmware: pL5 



Device status: Idle 



Double-click here 



3. The 'Profile Status' dialog box appears. 



O Ready 
The device is ready to establish a connection 



psp 

Connection Status: 
[Ready 

Connection Duration: 

I 

Number(s) Dialed: 



I 



j 



Help | 



If a connection profile is open, you will see the word 'Hang up' on the button at the lower 
left of the dialog box. If it is not open, you will see 'Dial'. Click this button to disconnect or 
dial that profile. 
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Dialing or Hanging up using the Web Configuration Pages 

1. Access the configuration pages using your web browser and log in. 

• To do this using the Diva Assistant, launch the Diva Assistant, click the 'Tools' tab, then 
click the 'Configure' button. 

• To do this manually, launch your web browser and click 'File', 'Open,' type 192. 168. .1.1 
and click 'OK'. (See Web-based Configuration Interface on page 51 for more 
information on this topic.) 

2. You should see the main menu. 



DIVA LAN ISDN Modem 

Configuration main menu 



Quick start 



DIVA 



Internet Wizard - Quickly create a connection to the internet. 
Phone line Wizard - Quickly set up your phone lines. 



Atkninistration 



Connection | >iofiles 

Configure your connection 
profile settings. 

Statistics 

See current statistics for aii 
protocols. 

Maintenance 

Update and backup your 
configuration or firmware. 



Manual configuration 

Manual access to aii 
configuration settings. 

View system status and io<i 

information on the status, past 
and present, of your device. 

Info i in alio n 

Contact us, technical support, 
etc. . . 




Reset Log out 



3. Click 'Connection Profiles' (in the menu at left) to see a list of profiles available. 



Connection profiles 



Select a connection |>i of ile to edit. 





Profile 


State 






1 


ISP 


Enabled 


Edit 






Dial 




2 


CORPORATE 


Enabled 








Dial 





Configuration changes you Save when editing a 
|>iofile aie only activated aftei you click Reset. 




4. If a connection profile is open, you will see the word 'Hang up' on the button at the far right. 
If it is not open, you will see 'Dial'. Click this button to disconnect or dial that profile. 
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Diva Assistant (Windows Only) 



The Windows Diva Assistant provides a convenient way to manage your Diva LAN ISDN 
Modem. The following is a brief description of how to use the software. For more information, 
consult the Diva Assistant online help. 



Launching the Diva Assistant 

Once you install the Diva Assistant and restart your computer, the Diva Assistant icon will 
appear in the system tray. 



Accessories 
Gg StartUp 



Launches the Diva 
, Assistant. You can also 
' double-click the icon in 

the system tray. 



|Ih Programs ►! 


Documents ► 


Settings ► 


^ £ind 


► 


0 Help 




£3 Run. 




^i)> Shut Down... 







B DIVA Assistant 



The Diva Assistant program group 
is installed on your 'Start' menu. 



Las 
Dia> 



ties 

Last event 



Log 

gnostic Log 
Refresh 

Network Wizard 



Click here to launch 
the online help. 



✓ Ani 
_ Clo 



Animated Tray 



lose 



y 



4:21 PM 



Click 'Close' to close the Diva Assistant and 
remove the icon from the system tray. 



Right click this icon to 
activate the menu. 
Double-click the icon to open 
the Diva Assistant. 



General Tab 



DIVA Assistant 



File View Help 
General j Tools | Diagnostic Log I Call Log I 




Reports the status of the 
indicator lights. 



Shows if a profile is connected. 
Double-click a profile to dial or 
hang up that profile. 



Click 'Refresh' to fetch the 
latest information on your 
device. 



Using your Diva LAN ISDN Modem 



47 



Tools Tab 




General Tools | Diagnostic Log | Call Log | 
Configuration utilities 



Configure your device 
Backup the current configuration 
Restore a saved configuration 




Current version: 1.5 
Language: English 



in ware liom the internet 



|j Configure"^ 



Backup 



Upgrade | 
Download | 



Starts the web-based configuration 
interface using your default browser. 



Lets you upgrade the device firmware. 



Diagnostic Log Tab 



eral | Tools Diagnostic Log | Call Log | 



l*Dl*|#Hi|v[2XCj 




Message 






20/07/2000 09:13:00 


Time Server updating time. 




© 


20/07/2000 09:12:39 
20/07/2000 09:12:33 


P 192.168.1.2 leased to station 006097afbE 
Handshake failure code^OnO 




• 


20/07/2000 09:12:33 


bound successfully to UDP Port 67 




• 


20/07/2000 09:12:32 


Berver Task started.. 




© 


19/07/200016:47:28 


P 192.168.1 2 leased to station 006097afbE 




o 


19/07/200016:37:40 
19/07/200016:37.11 


Time Server updating time. 
Handshake failure code=0n0 




© 


19/07/200016:37:10 


IP 192.169.1.2 leased to station 006097a[bE 


© 


19/07/200016:37:10 


bound successfully to U D P Port 67 


© 


19/07/200016:37:10 


Server Task started. 






19/07/200016:30:58 


Handshake failure code=0n0 




© 


19/07/200016:36.58 


bound successfully to U D P Port 67 


© 


19/07/200016:36:58 


9erver Task started.. 


© 


19/07/200013:18:53 


P 192.168.1 2 leased to station 00EO97afbE 


© 


19/07/200013:17:01 


P 192.168.1 2 leased to station 006097afbET^1 









The Diagnostic Log 
displays the messages 
sent by the device. 

Double-click on an entry 
to see more details. 



Call Log Tab 



DIVA Assistant - Call Log (Active Log) 



File Edit View Log Help 
General) Tools | Diagnostic Log Call Log | 

a^yisftlvaxiaii 



3aEl 



| Din 



| Number | Start 



,%Phone4 Incoming 514832... 8/29/00 10.31:55 AM 
Spbone4 Outgoing 98323520 8/29/00 10:25:46 AM 



| Finish ~ 



Pbone 4 



*S Pbone 1 



Phone 1 



% Phone 3 



Outgoing 00323540 0/23/00 10:25:27 AM 
Outgoing 9832361 1 8/29/00 1 0:24:51 AM 
Outgoing 98323519 8/29/00 1 0:24:23 AM 



Outgoing 98323611 8/23/00 10.23:52 AM 



8/29/0010 
8/29/0010 
0/29/0010 
8/29/0010 
8/29/0010 



8'29/OC-O. 



The Call Log keeps track 
of incoming and outgoing 
calls and the details 
of each call (number 
dialed, when started, 
I length of call, etc.) 



|Double-c 



click any leg entry for mere details jFilter: Off Total Calls 6 
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Indicator Lights 



The indicator lights show the status of the phone and Ethernet ports as well as the state of your 
ISDN line. 



DIVA LAN ISDN Modem 




ISDN Ethernet 

B1 B2 D LINK E1 E2 E3 E4/C FAULT POWER 




B1 B2 D Link Ethernet Fault Power 



Ethernet The Ethernet lights reflect the status of the Ethernet ports. When an Ethernet light 
is on, an Ethernet-capable device is properly connected. Flashing indicates data is 
being sent or received via that port. 

The fourth light may sometimes blink red to indicate a transmission collision. This 
is a normal occurrence that will automatically resolve itself. 



Power The power light turn on when the power adapter is properly connected. 



Bl, B2 The Bl and B2 lights reflect the status of the ISDN B-channels. Green indicates a 
data call. Orange indicates an analog call. 

A flashing light means the call is being established. A solid light means a call is 
connected and the channel is in use. 



D The D light reflects the status of the ISDN D-channel. D comes on at the same time 

as LINK to indicate a properly configured line. 

However, when the line is idle, many networks automatically disconnect the 
D-channel (turning off both D and LINK) to conserve power. Both lights will turn 
on just before B 1 or B2 when a call is made. 



Link The Link light reflects the status of the ISDN link. When you first connect the 

ISDN cable, this light should blink for a few moments then stay solid. If the ISDN 
cable is removed, this light will flash for a few seconds and then go off. See the D 
light for more information. 



Fault If the Fault light is on, press the Reset button (on the back of the device) to return 
the device to normal. If the device is not operating properly and the Fault light stays 
on after pressing Reset, contact your service representative. 
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Resetting the Device 



The location of the Reset button for the Diva LAN ISDN Modem is shown below. 



/ \ 







PHONE ETHERNET 

ISDN 12 E4 E3 E2 E1 CONSOLE POWER 





Resef 
fauffon 



Normal Reset 

If you press the Reset button once quickly, you will do a 'normal' reset. This reboots the 
device, and your settings are left intact. You can also reset the device using the web-based 
configuration interface. You can also reset the device using the web-based configuration 
interface. See Web-based Configuration Interface on page 51. 

Reset Settings to Factory Defaults 

Warning: Reset to factory defaults erases all configuration settings. 

To reset to factory defaults, hold down the 'Reset' button for about 15 seconds. The Bl and B2 
lights will turn red after the first five seconds, then will go off after a total of 1 5 seconds, 
indicating the reset is complete. 

Note: This procedure will return the default IP address of the Diva LAN ISDN Modem to 192. 168. 1. 1. If 
you changed the IP address of the Diva LAN ISDN Modem from this default setting, you will need to use 
the default IP address 192.168. 1. 1 to access the configuration menu. 

You can also reset to factory defaults using the Web-based configuration interface (see Saving 
and Resetting Configuration Settings on page 58). 

Entering Boot Monitor Mode 

If you hold down the reset button for five seconds (until you see the Bl and B2 lights turn red), 
you will enter Boot Monitor mode. This mode is used for troubleshooting purposes only. Press 
the 'Reset' button once more to return the device back to normal operation. 
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Overview 



The Diva LAN ISDN Modem uses a single ISDN link to provide communications services for 
all your connected devices, managing both data and analog calls. 

To accomplish all this, the Diva LAN ISDN Modem implements a number of important ISDN 
features that enable complex communications requirements to be supported on a single link. 
When you define your setup with the Internet Wizard, a number of parameters are set to default 
values that give good results for most cases. 

However, due to the number of options that are available, the Internet Wizard cannot fine tune 
all settings for your particular installation. For optimal performance, or to define a custom 
setup, you must manually adjust the configuration of the Diva LAN ISDN Modem. These 
settings are presented as web pages stored on the Diva LAN ISDN Modem and accessed via a 
web browser. 

This chapter explains how to access these web pages and gives step-by-step instructions for 
some common tasks. 
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Accessing the Configuration Pages via a Web 
Browser 



The Diva LAN ISDN Modem Configuration Pages allow you to manage the configuration and 
operation of the Diva LAN ISDN Modem. You can also view status information and perform 
maintenance tasks like updating the firmware. 

Note: Only one user can access the configuration pages at a time. 



Procedure 



1. If you installed the Diva Assistant software, right-click the Diva LAN ISDN Modem icon in 
your system tray, then click 'Properties' on the menu. After the Diva Assistant opens, click 
'Tools' then 'Configure'. 



Click here 




You can also double-click the system tray icon. 

If you did not install the Diva Assistant software, launch your web browser software and 
click 'File', 'Open', enter 192.168.1.1 and click 'OK'. (If you changed the address of the 
Diva LAN ISDN Modem, enter the new address instead.) 

2. The 'Log In' page appears. 



Welcome to the 

DIVA LAN ISDN Modem 



°isDN 



To log in, enter your password: 



Enter the system password, if required, and click 'Log in'. (By default the Diva LAN ISDN 
Modem has no password.) 
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4. The main configuration menu appears. 



DIVA LAN ISDN Modem 

Configuration main menu 



Quick start 



DIVA 



Internet Wizard - Quickly create a connection to the internet. 
Phone line Wizard - Quickly set up your phone lines. 



Atkninistration 



Connection | >iofiles 

Configure your connection 
profile settings. 

Statistics 

See current statistics for aii 
protocols. 

Maintenance 

Update and backup your 
configuration or firmware. 



Manual configuration 

Manual access to aii 
configuration settings. 

View system status and io<i 

information on the status, past 
and present, of your device. 

Info i in alio n 

Contact us, technical support, 
etc. . . 




Reset Log out 



Note: If you have not yet completed the Internet Wizard, most links will not be available. 



Making Changes and Getting Help 

Parameters are grouped into submenus. Most parameters are accessed through the 'Manual 
Configuration' link on the main page. For more information, see General Settings vs. Profile 
Settings on page 55. 

Online help is available for all settings by clicking on a setting name. On some pages, you can 
get general information about a page by clicking the question mark in the title bar. 



Saving configuration settings 

Most pages in the configuration interface have a 'Save' button. When you click this button, 
your changes are saved to the Diva LAN ISDN Modem. However, for the changes to take 
effect, you must reset the Diva LAN ISDN Modem. You can do this by clicking the 'Reset' 
button on the main menu. 
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General Settings vs. Profile Settings 



Configuration settings are split into two groups: general settings and connection profile 
settings. 



General settings General settings apply to the Diva LAN ISDN Modem as a whole, and 
cover settings such as system time, password, phone ports settings, etc. 



Connection profile A connection profile is a group of configuration settings that define the 
settings characteristics of a connection. Each profile has a number of settings that 

you can customize. 

The Diva LAN ISDN Modem supports two profiles: TSP' and 
'Corporate'. The ISP profile is defines the settings for a connection to the 
Internet. The Corporate profile is provided so you can define the settings 
for a direct connection to a remote corporate network. Both can be active 
at the same time, allowing you to handle different types of connections. 



Editing the ISP profile 

1 . Access the configuration pages using your web browser and log in. You should be at the main 
menu. 



DIVA LAN ISDN Modem 

Configuration main menu 




1 Quick start 1 


Internet Wizard - Quickly create a connection to the internet. 
Phone line Wizard - Quickly set up your phone fines. 


1 Administration 1 


Connection piofiles 


Manual confirmation 




Configure your connection 
profile settings. 


Manual access to all mm 
configuration settings. 




Statistics 

See current statistics for aii 
protocols. 


View system status and io<i 

information on the status, past 
and present, of your device. 


%^ 


Maintenance 

Update and backup your 
configuration or firmware. 


Information 

Contact us, technical support, 
etc. . . 


set | Log out | 



2. Click 'Connection Profiles' to see a list of profiles available. 



| Connection profiles | 


Select a connection piofile to edit. 




Profile 


State 








1 


ISP 


Enabled 


Edit 




Dial 


2 


CORPORATE 


Enabled 












Configuration changes you Save when editing a 
|>iofile aie only activated aftei you click Reset. 
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3. Click the 'Edit' button next to the ISP profile to display the settings particular to this profile. 

Use the menu bar to navigate between the configuration pages: 'Profile', 'Connection', 'IP', 
'RIP', 'Authentication 'and 'Callback'. For a description of each parameter, click the 
parameter name to display a help window. 



Connection profiles 




Profile I Connection | IP | RIP I Authentication I Callback I FINISH <- 

Profile name : [isP 
Enable profile? W 

Protocol : |PPP(only1 channel) More... | 



Backup profile : | None 



Profile restore delay : |p seconds 



Profile | Connection I IP I RIP I Authentic, Hi on | Callback | FINISH 



Menu bar 



4. When you are done changing settings, click 'Finish', then click 'Save'. 

5. To activate the settings you must reset the Diva LAN ISDN Modem. To do this, click the 
'Reset' button on the 'Connection Profiles' list page. 
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Editing LAN Settings 



The LAN parameters page defines the settings for the LAN created by the Ethernet hub built 
into the Diva LAN ISDN Modem. You may need to modify these settings if you need to assign 
a specific (static) IP address to the Diva LAN ISDN Modem. This is usually the case when 
installing on an existing LAN. See LAN Setup on page 3 1 for more information. 

Editing the LAN settings 

1. From the main menu, click 'Manual Configuration', then click 'LAN'. The 'LAN 
Parameters' page appears. 



LAN parameters 



Edit LAN ptiuimeters 

IP address : |1 92.1 68.1.1 
Subnet mask : |255. 255. 255.0 
RIP |>ai timetei s 

RIP version: | V. 2, compatible to V.1 j^J 
Route merging? r" 

RIP policy: | Periodic j^J 

Cancel Reset form 



2. Make your configuration changes. For a description of each parameter, click the parameter 
name to display a help window. 

3. Click 'Save', then 'Reset'. 



Save 
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Saving and Resetting Configuration Settings 



The web-based configuration interface makes it easy to save and restore configuration settings 
on the Diva LAN ISDN Modem. This is useful for backup purposes, or if you intend to 
maintain several different configurations. You can also reset all settings to factory defaults. 

When you save the configuration settings, they are stored in a file on your computer. 



Procedure 

1 . From the main menu, click 'Maintenance' . The maintenance menu appears with two options, 
'Firmware' and 'Configuration'. 



Firmware 

Backup and/or upgrade firmware 



Configuration 

Backup and/or restore config file 



2. Click 'Configuration' to display the 'Configuration Maintenance' page. 



Main Menu Manual Confiq Profiles 


Maintenance 


Statistics 


Configuration maintenance 






Backup current configuration 



Save an image of the current configuration to a file on your 
computer 



Backup | 



Restore saved configuration 

Restore a previously saved configuration from your computer. 

It is recommended that v° u backup vour current configuration before vou replace it. 



Browse.. 



Restore 



Reset to factory default 

Resetting to factory defaults will erase all your configuration 
settings. 

Backto menu | 



Reset factory settings | 



3. Click 'Backup' to save your configuration settings to a file on your computer. 

To restore a previously-saved configuration, click 'Browse' to select the file, then click 
'Restore'. 

To reset the Diva LAN ISDN Modem to factory default settings, click 'Reset factory settings' . 
Resetting the Diva LAN ISDN Modem to factory defaults will erase all your configuration 
settings, including the system password. Consider backing up your current configuration 
before you reset to factory defaults, just in case. 

Note: If you changed the LAN IP address of the Diva LAN ISDN Modem from its default setting of 
192. 168. 1. 1, you will lose contact with the web configuration interface after the reset is complete. 
This is because the reset will return the Diva LAN ISDN Modem to its default of 192. 168. 1. 1. To 
regain access to the, Diva LAN ISDN Modem open the URL http://192. 168. 1. 1. 
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Viewing Status Information 



Click 'Status' from the main menu to view real-time status information. 



System status 



Piofile Status 




(automatically refreshed every 
10 seconds) 



Click the 'Refresh Now' button to update the window. 

To find out more about each status field, click on the field name to bring up the online help. 
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Obtaining Statistics 



The Diva LAN ISDN Modem records a variety of statistics, which you can use for information 
and troubleshooting purposes. Click 'Statistics' from the main menu, then choose the type of 
statistics you want to view from the menu bar at the top of the page. 

For example, the following screen shows ISDN statistics. 



1 Statistics | 


ISDN 


PPP 


Current call 


System 


Profiles NetCAPI 


Ethernet 


IP 


Last call 


ICMP 


DHCP 


ISDN Statistics 










Chan 1 : Rx char 
Chan 2 : Rx char 




491 Tx char: 
□ Tx char: 


751 
□ 


Errors: 0 
Errors: 0 



Click the 'Automatic Refresh' button to have the page updated every four seconds. Otherwise, 
click the 'Refresh Now' button to update the statistics when required. 
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Upgrading Firmware via a Web Browser 



Eicon Networks posts the latest Diva LAN ISDN Modem firmware on its web site. You can 
automatically update your Diva LAN ISDN Modem to the latest version using the web 
configuration interface. 

Note: You can also upgrade firmware with the Diva Assistant for Windows software. See Tools Tab on 
page 48 for more information. 

Accessing the Firmware Page 

1, From the main menu, click 'Maintenance' then 'Firmware'. 

2. The 'Firmware Maintenance' page appears. 





Main Menu Mh.iihih.iI Confiq Piofiles 


Statistics 






Firmware maintenance 






Download firmware 






Visit the Eicon Technology web site to get the latest available firmware. 
Requires an Internet connection 






Visit | 


















Save an image of the currently installed firmware to a file on your computer 


Backup 
















Load a new firmware image onto the DIVA LAN ISDN Modem from your computer. 
(All configuration settings are preserved.) 

It is recommended thai you backup your currently installed firmware iefore you upgrade it. 




| Browse... 


I Upgrade 




Be patient! After you click the Upgrade button, there will be a delay while the file 
transferred. 


s being 




Backto menu [ 





Backing up the current firmware 

If you wish, you can save a copy of the Diva LAN ISDN Modem's current firmware to disk. 

1. Click the 'Backup' button. 

2. When prompted, save the file to a location on your hard disk. 

Retrieving a new firmware 

If you haven't already done so, you can retrieve a new firmware file from the Eicon Networks 
web site. This requires a working Internet connection. If you have acquired firmware from 
another method, or wish to use the firmware located on the Diva CD-ROM, skip this step. 

1. Click the 'Visit' button. This points your web browser to the Diva LAN ISDN Modem 
firmware upgrade page on the Eicon Networks web site. 

2. Select the latest firmware release from this site and download it to your computer. 

3. If required, unzip the downloaded file. 

4. Click the 'Back' button at the top of the page (not your browser's 'Back' button) to return 
to the 'Firmware Maintenance' page. 

Upgrading your firmware 

1. Click the 'Browse' button. 

2. From within the 'Open' dialog box, double-click on the new firmware file. 
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3. Click the 'Upgrade' button to begin the upgrade process. 

4. When complete, the Diva LAN ISDN Modem is automatically reset to activate the new 
firmware. 

Note: Do not reset the Diva LAN ISDN Modem or disconnect the power adapter during this process. 
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Minimizing ISDN Charges 



Overview 64 
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Idle Timer 70 

Bandwidth Allocation Control Protocol (BACP) 71 

ISDN Active Intervals 73 

Spoofing NetBIOS services 74 

Data Compression 75 

Manual Dialing 76 

Restricting Analog Calls 77 

Data over Voice 78 

Traffic Filtering 79 



Overview 



ISDN billing practices vary depending on your telephone company. You could be charged: 

• a flat rate each month 

• per call 

• per minute 

To help you reduce your ISDN charges, the Diva LAN ISDN Modem provides several 
cost-cutting configuration options. Use this chapter to find the best options for use on your 
ISDN line. 
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Selecting a Connection Protocol 



When you completed the Internet Wizard in Setup on page 15, the Diva LAN ISDN Modem 
used several default settings that work well for most situations. One of these settings was the 
choice for connection protocol, which governs the rules by which ISDN channels are enabled 
and disabled. If you are charged for every time you open an ISDN channel as well as a 
per-minute fee, it can be important to specify what type of connection protocol will benefit 
your situation the most. 

• Before making any decisions or changes to the ISP connection protocol setting, read the 
section Important ISDN Concepts on page 65. 

• The actual connection protocols are described in Available Connection Protocols on page 65 . 

• When you are ready to edit the ISP connection protocol setting, see Changing the Default 
Connection Protocol Setting on page 67. 

Important ISDN Concepts 

This section describes important ISDN concepts. Understanding these concepts will help you 
decide how to adjust the settings of your Diva LAN ISDN Modem for optimal performance and 
cost savings. 



ISDN channels ISDN lines are defined in terms of channels, with each channel 

supporting a specific type of communication. The Diva LAN ISDN 
Modem supports two ISDN channel types: 

D-channel: The Device channel is used to control the setup of ISDN 
connections on the B channels, but they can also be used to transmit 
packet data traffic. The D-channel has a transmission speed of 16 kbps. 

B-channel: Bearer channels are used to carry data or voice traffic and 
have a transmission speed of 56 or 64 kbps. 



An access interface is the physical connection between you and an ISDN 
network. It defines the number of D- and B-channels that are available to 
you and the total transmission speed of the connection. The Diva LAN 
ISDN Modem supports a single Basic Rate Interface (BRI), which is 
comprised of one D-channel (16 kbps) and two B-channels (64 kbps) for 
a total user bit rate of 144 kbps. 



All connections, both data and voice, are carried on the B-channels. The 
Diva LAN ISDN Modem dynamically assigns B-channels on demand. 
Therefore, there is no guarantee which B-channel a specific connection 
will receive. The same is true for your ISDN phone numbers. Your first 
phone number does not necessarily map to ISDN channel B 1 . 

Also note that each type of connection requires one B-channel to operate. 
For example, if both phone ports are in use, then both B-channels are in 
use, and you would not be able to open an Internet connection (a data 
call). 



Available Connection Protocols 

Since the Diva LAN ISDN Modem supports so many potential connections, a set of rules is 
needed to control how the two ISDN B-channels are shared between connections. These rules 
are based on the type of connection protocol you decide to use for your data traffic. 



ISDN access 
interfaces 



ISDN channel 
usage 
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The Diva LAN ISDN Modem supports the protocols PPP (a widely-used standard for 
transferring data on point-to-point links) and V.120. Additionally, PPP is supported in various 
ways, and each version has its own specific features. These protocols are described in more 
detail below. 



PPP PPP operates on a single ISDN B-channel. Since two B-channels are 

available, the Diva LAN ISDN Modem can support two PPP connections 
at the same time. This is useful if you need to maintain a connection to 
the Internet and to a remote corporate network, or if you intend to support 
incoming data calls. 



Multilink PPP With Multilink PPP (MLPPP), the Diva LAN ISDN Modemcombines 

both ISDN B-channels into a single 128 kbps PPP communications link. 
Both B-channels remain in use as long as the connection is active, which 
may result in excessive ISDN connection charges if the link is frequently 
idle. 

MLPPP reserves both B-channels for its exclusive use. If you set your 
ISP profile (Internet connection) to MLPPP, you will not be able to make 
or receive other data calls, as both B-channels will be tied up. 



MultiLink PPP+BACP works in a similar way to MLPPP, as both 
B-channels are combined into a single 128 kbps link. However, the Diva 
LAN ISDN Modem uses BACP (Bandwidth Allocation Control 
Protocol) to open or close the second ISDN B-channel as the traffic 
volume warrants. This reduces your communications charges by ensuring 
that two ISDN channels are never active when one is sufficient. As with 
MLPPP, MLPPP+BACP reserves both B-channels for its exclusive use. If 
your Internet connection uses MLPPP+BACP, you will not be able to 
make or receive other data calls. 



Always On / Dynamic ISDN uses the ISDN D-channel to maintain a 
permanent connection to your ISP or corporate network. This connection 
operates at 9.6 kbps using the X.25 protocol and can be used to send and 
receive low-bandwidth data, such as e-mail or web-based push content. 

Not all ISDN providers support this feature. Check with your ISDN 
provider before using this protocol. 

AO/DI incorporates BACP to monitor incoming and outgoing traffic. 
When traffic volume warrants, it enables one or two B-channels to meet 
the demand. MLPPP + AO/DI can also drop both B-channels when idle. 
When bandwith demand increases, one or both B-channels will be 
brought back up. Note, however, that the speed of the D-channel (9.6 
kbps) is much slower than a B-channel (64 kbps). 

As with MLPPP, MLPPP + AO/DI reserves both B-channels for its 
exclusive use. If your Internet connection uses MLPPP + AO/DI, you 
will not be able to make or receive other data calls. 

To configure AO/DI settings, see Configuring AO/DI on page 80. 



V. 1 20 was designed to allow non-ISDN devices to communicate with the 
ISDN network. The Diva LAN ISDN Modem provides support for 
V.120, so you can connect with such legacy systems. For example, in 
many countries around the world, Compuserve offers access to their 
network over ISDN, using the V. 1 20 protocol. 



Multilink 
PPP+BACP 



Multilink 
PPP+AODI 
(Always On / 
Dynamic ISDN) 



The V.120 
Protocol 
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Changing the Default Connection Protocol Setting 

The following procedure describes how to change the default connection protocol setting for 
the existing ISP profile. Before editing this setting, you should already have followed the 
Internet Wizard as described in Setup on page 1 5 . 

1 . Access the configuration pages using your web browser and log in. You should be at the main 
menu. 



DIVA LAN ISDN Modem 

Configuration main menu 



Quick start 



DIVA 



Internet Wizard - Quickly create a connection to the internet. 
Phone line Wizard - Quickly set up your phone lines. 



Atkninistration 



Connection | >iofiles 

Configure your connection 
profile settings. 



Milium I configuration 

Manual access to ail 
configuration settings. 



Statistics View system status and io*i 

See current statistics for aii information on the status, past 
protocols. and present, of your device. 




Maintenance 

Update and backup your 
configuration or firmware. 



Infoimation 

Contact us, technical support, 
etc. . . 



Reset Log out 



Click 'Connection Profiles'. The list of available profiles appears. 



Connection profiles 







Profile 


State 






1 


ISP 


Enabled 


Edit | 


Dial | 


2 


CORPORATE 


Enabled 


Edit | 


Dial | 



Configuration changes you Save when editing i 
l>iofile aie only activated aftei you click Reset. 



3. Click 'Edit' for the ISP profile. The profile page for the ISP profile appears. 

4. Select a protocol from the 'Protocol' drop down menu. 



Connection profiles 



Profile 

Profile | Connection | jP | PJP | Authentication | Callback | FINISH 

Profile name : [isp 
Enable profile? W 

Protocol : |ppP(onlyl channel) 



Backup profile : | None 
Profile restore delay : | 0 seconds 



Profile | Connection I IE I E!£ I Authentication | Callback | FINISH 




Click here and 
choose a protocol 



5. Click 'Finish', then 'Save', then 'Reset'. 



Minimizing ISDN Charges 



67 



Cost Control 



The Diva LAN ISDN Modem groups the most commonly used options for reducing your ISDN 
charges on the Cost Control page. To define cost control settings, click 'Manual Configuration' 
from the main menu, then 'Cost Control'. The 'Cost Control' page appears. 



Cost Control 



Idletimei links 



Go and adjust the idle timer for profile ISP or profile CORPORATE . 
Data call tin eshokls 



Enable data call threshold monitoring? p 
Threshold monitoring interval: [i 
Maximum number of calls : [50 



Maximum duration of calls : \A Hours 
ISDN ■>■■■■■ ig intervals 

Initial billing interval : [60 seconds 
Recurring billing interval : fio seconds 



Cancel 



Reset form 



Idle Timer Link (First Row) 

The 'Idle Timer' setting is part of cost control, but can be set for each individual profile and is 
configured on separate web pages. See Idle Timer on page 70 for more information. 



Data Call Thresholds 

By defining data call thresholds, you are able to limit the total number of calls or total length of 
calls made by any one profile during a set period of time. This is especially useful as a safety 
measure if you have devices that may inadvertently generate a large number of calls or may 
stay connected indefinitely. 

The threshold monitoring interval is set in days. During this interval, the Diva LAN ISDN 
Modem tracks the duration and number of calls each profile makes. You can set two different 
limits: 

• 'Maximum duration of calls' : Sets the maximum number of hours a profile can be connected 
during the threshold monitoring interval. Range: 0 (disabled), 1 to (24 * number of days in 
the interval). 

• 'Maximum number of calls' : Set the maximum number of calls a profile can make during the 
threshold monitoring interval. Range: 0 (disabled) to 1000. 

If a profile exceeds either limit, all profiles are disabled. To re-activate the profiles, you must 
reset the Diva LAN ISDN Modem or dial the profiles manually. Either way, the threshold 
interval is reset. To determine if a profile has been disabled, click 'Connection Profiles' from 
the main menu. 



ISDN billing intervals 

A billing interval is the minimum amount of connection time your ISDN provider recognizes. 
For example, many ISDN providers use a one minute interval, which means you pay the same 
amount whether you are connected for ten seconds, or sixty seconds. Sometimes, two intervals 
are used, one for the first minute, and one for each subsequent minute. 

It is to your advantage to stay connected for the entire length of your billing interval. This helps 
avoid situations where a connection is established to transmit or receive a small amount of data, 
taken down, then immediately brought up again moments later. 
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The Diva LAN ISDN Modem has two timers that let you manage your billing intervals. 

• Initial Billing Interval: Sets the minimum amount of time that an ISDN B-channel will be 
enabled. 

• Recurring Billing Interval: Sets the minimum amount of time that an ISDN B-channel 
remains enabled after the Initial Billing Interval expires. 

These timers should be set to match the billing intervals used by your ISDN provider. For 
example, if your ISDN provider charges a flat fee for the first minute, and then bills every 40 
seconds thereafter, you would set the intervals as follows. 

• Initial Billing Interval = 60 seconds 

• Recurring Billing Interval = 40 seconds 

This ensures that each time an ISDN B-channel is enabled, it stays active for at least 60 
seconds. This avoids a situation where a B-channel is enabled only for 30 seconds, dropped, 
then enabled again a few seconds later. If a B-channel is up for more than 60 seconds, then the 
interval is reduced to 40 seconds. 

The billing interval timers work in conjunction with the idle timer. When the idle timer expires, 
the B-channel is dropped at the end of the next billing interval. 
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Idle Timer 



Each profile has its own idle timer. The idle timer controls how long a data call stays connected 
when no traffic is being sent or received. When the idle timer expires, the Diva LAN ISDN 
Modem disconnects the call at the end of the next billing interval. 

If you set the idle timer to 0, the call will never be disconnected, and you will have to 
disconnect the call manually. 



Setting the Idle Timer 

1. From the main menu, click 'Manual Configuration', then 'Connection Profiles'. The 'Cost 
Control' page appears. 

2. Click 'Edit' for the profile you want to change. 



Connection profiles 



Select ni connection mofile to edit. 





Profile 


State 








ISP 


Enabled 




Dial l 


2 


CORPORATE 


Enabled 




Dial | 



Configuration changes you Save when editing a 



3. Click the 'Connection' link. The Diva LAN ISDN Modem displays the 'Connection 
Parameters' page for that profile, where you can set the Idle Timer. 



Connection profiles 



Connection paiameteis 



Profile I Connection I IP I RIP I Authentication I Callback I FINISH 

Telephone number 1 : ^ 
Telephone number 2 : ^ 



Backup telephone number 1 : ^ 
Backup telephone number 2 : \ 



ISDM call type : | Normal j^J 

Conwession? [~~ 

Manual dialing only? [~~ 

Idle timer : |l 20 | seconds 

Max retries : fTo 

Retry delay : |30 | seconds 



Idle Timer' 
setting 



4. Enter a new value in the 'Idle Timer' field. 

5. Click 'Finish', then 'Save', then 'Reset'. 
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Bandwidth Allocation Control Protocol (BACP) 



The Bandwidth Allocation Control Protocol (BACP) works in conjunction with the MLPPP 
connection protocol to regulate usage of your ISDN line. The Diva LAN ISDN Modem uses 
BACP to monitor incoming and outgoing traffic, and to open or close the second ISDN 
B-channel as the traffic volume warrants. This reduces your communications charges by 
ensuring that two ISDN channels are never active when one is sufficient. 

You customize how BACP opens and closes B-channels by setting the following parameters. 

• 'Delay for opening the 2nd B-channel' : Sets the amount of time data traffic on the first ISDN 
B-channel must exceed the specified Threshold value, for BACP to bring up the second 
B-channel. 

• 'Threshold for opening the 2nd B-channel' : Sets the percentage of total bandwidth on the first 
B-channel that must be exceeded. 

• 'Delay for closing the 2nd B-channel': Sets the amount of time data traffic on the first ISDN 
B-channel must be below the specified Threshold value, for BACP to drop the second 
B-channel. 

• 'Threshold for closing the 2nd B-channel' : Sets the percentage of total bandwidth on the first 
B-channel that traffic must be below, for BACP to drop the second B-channel. 

Example 

Assume the parameters are set as follows: 

• Delay for opening the 2nd B-channel: 5 

• Threshold for opening the 2nd B-channel: 50 

• Delay for closing the 2nd B-channel: 5 

• Threshold for closing the 2nd B-channel: 40 

When traffic on the first B-channel exceeds 32 kbps (50% of 64 kbps) for five seconds, BACP 
enables the second B-channel. The second B-channel remains active until traffic on the first 
B-channel falls below 25.6 kbps (40% of 64 kbps). 

Configuring BACP 

Each profile that uses BACP has its own BACP settings. To configure BACP for a profile, do 
the following: 

1. From the web configuration menu, click 'Connection Profiles'. 

2. Click the 'Edit' button next to the 'ISP' profile. The 'Profile' page appears. 



Connection profiles 




Profile I Connection I IP I RIP I Authentication I Callback I FINISH 

Profile name : [isP 
Enable profile? W 
Protocol 



MLPPP + BACP (2nd channel as needed 



jT| | More | 



Backup profile : | None "^1 
Profile restore delay : |p seconds 



Profile | Co n ne clio n I IP I RIP I Authentication | Callback | FINISH 
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3. Change the protocol setting to 'MLPPP+BACP' if required. 



Connection profiles 



Profile 

Profile | Co n ne clio n I IP I RIP I Authentication | Callback | FINISH 

Profile name : [isP 



Enable profile? E 
Protocol 

Backup profile : | None "^1 

Profile restore delay : |p seconds 



MLPPP + BACP (2nd channel as needed) f~ 



Piofile I Connection I IP I RIP I Authentic, Hi on I Callback I FINISH 



This should be 
'MLPPP+BACP' 



4. Click the 'More' button next to the Protocol field. You will see the 'BACP Parameters' page. 



Connection profiles : BACP parameters 



Delay for opening the 2nd B-channel : |5 | seconds 

Threshold for opening the 2nd B-channel : |?0 | % 

Delay for closing the 2nd B-channel : |5 | seconds 

Threshold for closing the 2nd B-channel : I^O % 





Reset form 









5. Set the BACP parameters as required. 

6. Click 'Save', then 'Reset'. 
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ISDN Active Intervals 



ISDN active intervals are used to place restrictions on when data calls or analog calls can be 
made or received. 



Setting ISDN Active Intervals 

1. From the main menu, click 'Manual Configuration', then click 'ISDN active intervals'. 



2. 
3. 



ISDN active intervals 



ISDN active intervals status 

Enable ISDN active intervals? P 



ills will be allowed 



Rule 


Day 


Time (starting & ending) 


1 


|-NotUsed-_J 


|00:00 -|00:00 


2 


|-NotUsed-jJ 


- 100:00 


3 


|- Not Used -_^J 


|00:00 |_|00:00 | 


4 


|- Not Used -zi 


|00:00 -|00:00 


5 


|-NotUsed-jJ 


1 1 1 1 

|00:00 - |00:00 






6 


|- Not Used -j-J 


|00:00 . |00:00 






7 


|-NotUsed-jJ 


|00:00 - 100:00 


8 


|- Not Used -_^J 


|00:00 -|00:00 






9 


|-NotUsed-jJ 


|00:00 -|00:00 


10 


|-NotUsed-jJ 


- 100:00 







Select the checkbox next to 'Enable ISDN active intervals'. 

For each interval, specify the day of the week to which it applies as well as the starting and 
ending times. Make sure you set the system clock (click 'Manual Configuration', then 
'System'), so the time and date on the Diva LAN ISDN Modem are accurate. 



4. Click 'Save' then 'Reset' 
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Spoofing NetBIOS services 



The NetBIOS protocol is used by Windows 95/98/NT to support Microsoft Windows Network 
Neighborhood, the MAP NETWORK option in Windows Explorer, and various DOS-based 
networking commands (such as net use, net view, and net logon). To maintain these services, 
NetBIOS regularly exchanges bookkeeping messages between connected systems. This can 
cause increased ISDN charges as the line is brought up just to transfer these messages. 

The Diva LAN ISDN Modem provides several options that let you choose the level of NetBIOS 
support you want to maintain. 

• All: The Diva LAN ISDN Modem forwards all NetBIOS traffic to the remote site. No cost 
savings is achieved. 

• Intelligent: The Diva LAN ISDN Modem spoofs (replies to without forwarding) all 
unnecessary traffic NetBIOS messages to reduce usage of the ISDN line. This option provides 
full support for all Network Neighborhood functions. 

• Minimal: The Diva LAN ISDN Modem reduces NetBIOS traffic to a minimum. This options 
does not support Network Neighborhood functions. However, it does provide support for the 
MAP NETWORK option in Windows Explorer and DOS-based networking commands such 
as net use, net view, and net logon. 

• None: The Diva LAN ISDN Modem discards all NetBIOS traffic. NetBIOS services are not 
supported across the ISDN link. 



Enabling Spoofing of NetBIOS services 

1. On the Manual configuration menu, click TP'. 

2. Click 'General'. 



IP parameters : General B 




DMS relay : 17 
TFTP server : r~ 




Seve 



3. Select the NetBIOS IP services option you require. 

4. Click 'Save', then 'Reset'. 
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Data Compression 



Data compression increases the effective throughput of a B-channel by encoding data so that 
fewer bits are required to represent it. Popular compression algorithms typically reduce the size 
of the data by 50 percent, effectively doubling the rate at which it is transmitted. 

However, not all types of data lend themselves to such high compression ratios. If you are 
transmitting ZIP, JPG, GIF, MPEG, or other files that has already been storage-optimized, 
activating compression can have very little effect on throughput. This occurs because the 
compression algorithm can only achieve a small reduction in file size, which is offset by the 
processing overhead required for the sender to compress the file and the receiver to uncompress 
it. Therefore, you should determine if the traffic on your link is suitable for compression before 
you enable it. 

The compression algorithm used is automatically negotiated by the Diva LAN ISDN Modem 
and the remote site when the connection is established. The Diva LAN ISDN Modem supports 
most popular compression standards, including Hi-fn STAC, Microsoft MPPC, and Ascend. 

You can enable/disable compression for each connection profile individually. 

1. From the web configuration menu, click 'Connection Profiles'. 

2. Click the 'Edit' button next to the profile for which you want to configure compression. 

3. Click 'Connection' on the menu bar. You will see the following page. 



Connection profiles 



Piotile I Connection I IP I RIP I Ami lei mention I CaHback I FINISH 



Telephone number 1 : [| 

Telephone number 2 : ^ 

Backup telephone number 1 : ^ 

Backup telephone number 2 : \ 



ISDM call type : | Normal j^J 

Conwession? J~ -4 

Manual dialing only? [~~ 

Idle timer : [?20 seconds 

Max retries : fTo 

Retry delay : |30 | seconds 



'Compressioi 
option 



4. Select the 'Compression' box. 

5. Click 'Finish', then 'Save', then 'Reset'. 
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Manual Dialing 



ISDN active intervals lets you control costs by specifying time ranges when the ISDN link can 
be used. However, there may be certain situations where direct control of the ISDN link is more 
desirable. The manual dialing option gives you this control. 

Each profile can be configured to use manual dialing only. If you enable this option and 
password protect the Diva LAN ISDN Modem, you effectively put ISDN access under direct 
manual control of authorized users only. 



Enabling Manual Dialing 

1. From the web configuration menu, click 'Connection Profiles'. 

2. Click the 'Edit' button next to the profile you want to configure. 

3. Click 'Connection' on the menu bar. You will see the following page: 



Connection profiles 



Profile I Connection I IP I RIP I Authentication I Callback I FINISH 

Telephone number 1 : ^ 
Telephone number 2 : ^ 



Backup telephone number 1 : ^ 
Backup telephone number 2 : \ 



ISDM call type : | Normal j^J 

Conwession? [~~ 

Manual dialing only? [~~ A 

Idle timer : \lZ0 | secoi 

Max retries : fTo 



Retry delay : |30 | seconds 



'Manual Dialing 
Only' option 



4. Select the 'Manual dialing only' box. 

5. Click 'Finish', then 'Save', then 'Reset'. 
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Restricting Analog Calls 



The settings at the beginning of this section mostly affect data calls. However, in some cases, 
you may want to place some restrictions on analog use of the ISDN line. Each phone port has a 
'type of calls' setting which you can use for cost control purposes. It allows you to restrict 
traffic as follows: 

• allow incoming calls only 

• allow outgoing calls only 

• allow all calls 

• do not allow any calls 



Restricting Analog Calls 

1. From the web configuration menu, click 'Manual Configuration', then click 'ISDN and 
Phone Ports'. Select the phone port from the drop-down menu. 



ISDN phone line parameters 

"a 



Phone port 1 



Main telephone number for this port: [~ 
Type of calls supported : | All 
Support modem/fax only? □ 
Enable distinctive ring? □ 
Enable call waiting? E 
Additionnal telephone number for this bort: [ 



~3 <- 




Select a port 



'Type of Calls 
Supported' option 



2. Select an option from the 'Type of calls supported' drop-down menu. 

3. Click 'Save' then 'Reset'. 
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Data over Voice 



In some regions, ISDN voice calls cost less than ISDN data calls. You can configure the Diva 
LAN ISDN Modem to take advantage of this discrepancy through the 'Data over Voice' option 
to reduce your ISDN charges. When you enable data over voice support, the Diva LAN ISDN 
Modem establishes all data calls as voice calls. This does not affect the throughput of your call; 
the only change is in how the call is billed. 

Note: To use data over voice, the remote site you are calling must also support this feature. 



Enabling Data over Voice 

Data over voice can be enabled separately for each profile. 

1. From the web configuration menu, click 'Connection Profiles'. 

2. Click the 'Edit' button next to the profile you want to configure. 

3. Click 'Connection' on the menu bar. You will see the following page: 



Connection profiles 



Profile I Connection I IP I RIP I Authentication I Callback I FINISH 

Telephone number 1 : ^ 
Telephone number 2 : ^ 



Backup telephone number 1 : ^ 



Backup telephone number 2 : ^ 

ISDN call type : | Normal <~ 

Conwession? [~~ 

Manual dialing only? [~~ 

Idle timer : [720 seconds 

Max retries : fTo 

Retry delay : |30 | seconds 



- ISDN Call Type' 
option 



4. Set the 'ISDN call type' to one of the following options: 

• 'Normal' for connections at 64 kbps or 56 kbps 

• '56k rate' for connections at 56 kbps only. 

5. Click 'Finish', then 'Save', then 'Reset'. 
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Traffic Filtering 



By using the Diva LAN ISDN Modem's IP filters, you can selectively drop outgoing traffic to 
reduce your communications charges. This can be useful if you have applications on your LAN 
that regularly send non-critical traffic across the ISDN link. 

For more information on filters, see IP Filters on page 155. 
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Configuring AO/DI 



AO/DI lets you maintain a permanent connection to the Internet or a corporate network, 
without tying up an expensive ISDN B-channel. AO/DI accomplishes this by using the ISDN 
D-channel to establish a low-bandwidth (9.6 kbps) connection with your ISP or corporate 
network. When incoming or outgoing traffic exceeds the capabilities of the D-channel, AO/DI 
automatically invokes one or more B-channels to handle the increased traffic. 

Some advantages of AO/DI include: 

• Makes maintaining a permanent connection to the Internet more cost effective. With such a 
connection, remote users can connect with the Diva 1830 from any remote location that has 
Internet access. This eliminates the need to dial in via ISDN. (To make the connection 
permanent you must set the idle timer to 0. See Idle Timer on page 70.) 

• Ideal solution for connecting to a remote corporate network, because low-bandwidth keep 
alive traffic can use the D-channel, instead of constantly bringing up a B-channel. 

Note: The 'D' indicator light on the front of the Diva LAN ISDN Modem will flash if AO/DI is configured but 
the X. 25 data link layer on the D-channel cannot be established. If this occurs, most likely your provider 
does not support A O/DI or your X. 25 settings are incorrect. In either case, check with your ISDN provider. 

Parameters 

You customize how AO/DI opens and closes B-channels by setting the following parameters. 

• Delay for opening the 1st B-channel: Sets the amount of time data traffic on the ISDN 
D-channel must exceed the specified Threshold value, for AO/DI to bring up the first 
B-channel. 

• Threshold for opening the 1st B-channel: Sets the percentage of total bandwidth on the 
D-channel that must be exceeded, for AO/DI to bring up the first B-channel. 

• Delay for closing the 1st B-channel: Sets the amount of time data traffic on the ISDN 
D-channel must be below the specified Threshold value, for AO/DI to drop the first B-channel. 

• Threshold for closing the 1st B-channel: Sets the percentage of total bandwidth on the 
D-channel that traffic must be below, for AO/DI to drop the first B-channel. 

• Delay for opening the 2nd B-channel: The amount of time data traffic on the first B-channel 
must exceed the specified Threshold value, for AO/DI to bring up the second B-channel. 

• Threshold for opening the 2nd B-channel: Sets the percentage of total bandwidth on the 
first B-channel that must be exceeded, for AO/DI to bring up the second B-channel. 

• Delay for closing the 2nd B-channel: Sets the amount of time data traffic on the first 
B-channel must be below the specified Threshold value, for AO/DI to drop the second 
B-channel. 

• Threshold for closing the 2nd B-channel: Sets the percentage of total bandwidth on the first 
B-channel that traffic must be below, for AO/DI to drop the second B-channel. 

• Mode: Determines ISDN line usage when AO/DI is enabled. 

- D-Channel Only: Data is only transferred on the D-channel. 

- Normal: Data is transferred on the D-channel, plus both B-channels if required. 

• Dial prefix: Specifies the prefix to dial when making a call. For example, 1 to call long 
distance, or 9 to obtain an external line 
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X.25 transmit queue threshold: Specifies the transmit queue threshold, in bytes, for X.25 
on the D-channel. When queued data exceeds this limit, for the period of time specified for 
the parameter Delay for opening the 1st B-channel, the first B-channel is brought up. This 
parameter performs a similar function to Threshold for opening the 1st B-channel, and can be 
used concurrently with that parameter. 



Configuring AO/DI 

1. From the main menu, click 'Connection Profiles'. 

2. Click 'Edit' for the profile you want to configure. 



Connection profiles 



Select a connection |>i of ile to edit. 





Profile 


State 






1 


ISP 


Enabled 


Edit | 


Dial 




2 


CORPORATE 


Enabled 


Edit) 


Dial 





Configuration changes you Save when editing a 



3. Select 'MLPPP + AO/DI' as the protocol. 



Connection profiles 



Piofile I Connection I IP I RIP I Authentication I Callback I FINISH 

Profile name : |Tsp 
Enable profile? W 



Protocol : | PPP (only 1 channel) 



Backup profile : | None 
Profile restore delay : |0 seconds 



Profile | Connection 1 1EL I RJJE I Ajjhejiticatlgn | Callback | FINISH 



. 'Protocol' setting 



4. Click the 'More' button next to the Protocol field. 



Connection profiles 



Profile I Connection I IP I RIP I Ajahejitication I Callback I FINISH 

Profile name : [iSP 
Enable profile? W 

Protocol : | PPP (only 1 channel) 




Backup profile : |None 



Profile restore delay : |0 



Piofile I Connection I IP I RIP I Aullienlicitioii I Callback I FINISH 



.'More' button 
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5. Set the AO/DI parameters as required. 



Connection profiles : AO/DI parameters 



Delay for opening the 1st B-channel : |5 seconds 

Threshold for opening the 1st B-channel : [To % 

Delay for closing the 1st B-channel : [5 seconds 

Threshold for closing the 1st B-channel : [40 % 

Delay for opening the 2nd B-channel : [5 seconds 

Threshold for opening the 2nd B-channel : [To % 

Delay for closing the 2nd B-channel : [5 seconds 

Threshold for closing the 2nd B-channel : [40 % 



Mode : j Normal 



Dial prefix : |~ 



Strip area code? V 
X.25 transmit queue threshold : |1 000 



6. Click 'Save', but do not click 'Reset' yet. You must next configure the X.25 parameters. See 
the next section in this chapter. 

Note : The 'D ' indicator light on the front of the Diva LAN ISDN Modem will flash if AO/DI is configured but 
the X. 25 data link layer on the D-channel cannot be established. If this occurs, most likely your provider 
does not support A O/DI or your X. 25 settings are incorrect. In either case, disable A O/DI and check with 
your ISDN provider. 



X.25 on the D-channel 

During normal ISDN operation, the D-channel is used for signalling traffic purposes (call 
setup, call take down, caller ID, etc.) However, the full bandwidth of the D-channel is not 
needed for this. AO/DI takes advantage of the extra 9.6 bps that is available to establish an X.25 
packet-switched connection to a remote site. 

Therefore, to take advantage of AO/DI, the remote site must support X.25 and you must 
properly configure the following X.25 settings on the Diva LAN ISDN Modem. 

Note: The following parameters should be set based on the values supplied by your ISP or remote corporate 
network. 

• Local DTE address: Sets the X.25 DTE address assigned to the Diva LAN ISDN Modem. 
Specify up to 15 digits. 

• Maximum window size: Defines the maximum number of X.25 packets that can be 
outstanding (not acknowledged by the remote). When this number is reached, transmission is 
paused. Maximum window size can never be exceeded. If a larger window size is requested 
when the call is established, it is negotiated downward so that the Maximum window size is 
respected. 

• Default window size: The window size used when a X.25 call is made. This value cannot be 
larger than the value of Maximum window size. 

• Maximum packet size: The maximum size of an X.25 packet. Maximum packet size can 
never be exceeded. If a larger packet size is requested when the call is established, it will be 
negotiated downward so that the Maximum packet size is respected. 

• Default packet size: The packet size used when a X.25 call is made. This value cannot be 
larger than the value of Maximum packet size. 
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• Number of VCs: Specify the number of two-way virtual circuits supported on your 
D-channel. The Diva LAN ISDN Modem supports up to four VCs. 

• ISDN TEI type: Determines how TEI assignment takes place. 

- Dynamic: TEIs are dynamically assigned by the switch. 

- Shared: Enables TEI sharing. Some switches only make two TEIs available for an ISDN 
line. Therefore, enable this option if you need three dynamically assigned TEIs (two B and 
one D). This shares the TEI between channels Bl and D. Requires AO/DI. 

- Static: Lets you manually specify the TEI assignment for the D-channel. 



• Static TEI number: If static was selected for ISDN TEI type, enter the TEI number you want 
to assign to the D-channel. 



Configuring X.25 settings 

1. You should still be in the 'Connection Profiles' menu. 
Click 'Edit' for the profile you want to configure. 



I Connection profiles I 






Profile 


State 








1 


ISP 


Enabled 




Dial 


2 


CORPORATE 


Enabled 
















Co nfi guration changes you Save when editing a 
|>iofile aie only activated aftei you click Reset. 




J 



Click 'Connection' on the menu bar. You will see the following page: 



Connection profiles 



Profile I Connection I IP I RIP I Authentication I Callback I FINISH 

Telephone number 1 : fl " " ~~ ~ " 

Telephone number 2 : fl 



Backup telephone number 1 : [2~~ 
Backup telephone number 2 : 



ISDN call type : | Normal 

I 



r-.n, i — -■ , .i 



Compression? T 

Manual dialing only? T 

Idle limsar |?20 ssconds 

Max retries : |25 

Retry delay : [30 seconds 



Profile I Connection I IP I RIP I AulhentlciUon I Callback I FINISH 



Set the 'Remote X.25 address' parameter to the address of the remote site you want to 
communicate with. 



4. Click 'Finish', then 'Save'. Do not click 'Reset'. 
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5. Click the 'Manual Config' link at the top of the page, then click 'X.25'. 



X25' setting 



Main Menu 



Manual Config 



Profile 



Maintenance Statistics 



System 

System password, security, time, date 
and logging. 

LAN 

LAH iP address, LAN RIP configuration. 



X.25 

X. 25 configuration and ISDN TEI 
settings. 

IP 

Routes, filters, HAT, SUMP, DHCP, 
DHS, TFTP. 

V.120 

V.120 protocol configuration. 



ISDN and | >hone | >oits 

I SDH telephone numbers and phone line 
setup. 

Cost controj 

Billing internals, idle timer and data call 
thresholds. 

Incoming data colls 

Enable incoming calls, set protocol to use, 
call screening. 

ISDN active Intel vols. 

Limit ISDN usage by day and time 



6. Set the X.25 parameters as required. 



Main Menu 



Manual Config 



Fiofiles Maintenance Statistics I 



X.25 parameters 



Local X.25 address : ^ 
Maximum window size : [? 
Default window size: \2 



Maximum packet size : 1 256 w \ 
Default packet size : 1 1 28 



Number ofVCs: 1 



ISDN TEI type : | Static 3 
Static TEI number : [£i 



7. Click 'Save', then 'Reset'. 
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Phone Settings and 
Number Assignments 
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Assigning Numbers with the Phone Line Wizard 90 

Assigning Phone Numbers with the ISDN Phone Line Page 91 

Configuring Phone Numbers for Data Calls 92 

Restricting Analog Calls 93 

Configuring a Port as Modem/Fax 94 

Multiple Analog Devices on One Port 95 

Call Bumping 96 



Overview 



You can connect any type of analog device (telephone, fax machine, analog modem) to the 
phone ports on the back of your Diva LAN ISDN Modem. Telephone features such as Call 
Waiting, Call Hold, Call Forwarding, Call Transfer, Call Redirection, Caller ID, Distinctive 
Ring, and others, are also supported. 

This chapter explains how to configure the Diva LAN ISDN Modem to support these analog 
devices and to tailor phone settings to your needs. For example, you can assign certain phone 
numbers to specific ports. 
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Phone Number Assignments 



The Diva LAN ISDN Modem provides flexible support for the assignment and setup of phone 
numbers. As you can have more than one ISDN phone number, there are several configuration 
options available. 

For an overview of how phone assignments work, see: 



For instructions on defining number assignments using the web configuration interface, see: 



To assign specific numbers to data calls only, see Configuring Phone Numbers for Data 
Calls on page 92. 

If you have One ISDN Number 

If you have only one number assigned to your ISDN line, the same number is used for both data 
calls and voice calls. 

When an incoming call is received, the Diva LAN ISDN Modem will automatically determine 
if the call is voice or data. Voice calls (including modem or fax calls) are routed to the phone 
ports. Data calls, if accepted by the Diva LAN ISDN Modem, are routed to your computer. 

With only one number available, it is not necessary to configure the phone ports with your 
ISDN phone number. All phone ports will automatically answer incoming voice calls. 
However, you may wish to disable some phone ports altogether (see Assigning Numbers with 
the Phone Line Wizard on page 90). You also may want to set one port for incoming calls 
only and another for outgoing calls only (see Restricting Analog Calls on page 93). 

If you have Multiple Numbers 

If your ISDN provider supports Multiple Subscriber Numbering (MSN), it's possible to have 
more than two directory numbers assigned to your single ISDN line. The extra numbers can be 
used for a dedicated fax line; for example, or you can use them to help track costs. 

Number assignment is done through the 'ISDN Phone Line' page (see Assigning Phone 
Numbers with the ISDN Phone Line Page on page 91). A telephone connected to a port that 
has more than one number will ring with a distinctive pattern when the second (or third) 
number is dialed, allowing you to identify incoming calls. 

Data calls can also be assigned to two numbers. When making an outgoing data call, the Diva 
LAN ISDN Modem uses the main number to identify itself. 
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• If you have One ISDN Number 

• If you have Multiple Numbers . 
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• Assigning Numbers with the Phone Line Wizard 

• Assigning Phone Numbers with the ISDN Phone Line Page 



90 
91 



Multiple Number Assignment Examples 

If you have five numbers assigned to your line, you could assign two numbers to the same port. 
Numbers 4 and 5 will ring with distinctive patterns to indicate the alternate number is being 
called. 



Port 


1st number 


2nd number 


Data calls (out) 


main number 


not applicable 


PHONE port 1 


number 2 


number 4 


PHONE port 2 


number 3 


number 5 



If you have four numbers, you could assign them as follows. Numbers 3 and 4 will ring with 
distinctive rings to indicate the alternate number is being called. Notice that the number for 
data calls and phone port 2 is the same. The Diva LAN ISDN Modem determines the 
nature of an incoming call and will route the call to the appropriate place (an analog 
call to the phone port, a data call to your computer). 



Port 


1st number 


2nd number 


Data calls (in/out) 


main number 


not applicable 


PHONE port 1 


number 2 


number 3 


PHONE port 2 


main number 


number 4 



Answering Calls Dialed to Unassigned Numbers 

The Diva LAN ISDN Modem allows you to assign a port the status of having 'no directory 
number' (referred to as having been assigned a 'blank' DN). A port assigned a blank DN will 
answer any calls dialed to numbers not configured elsewhere. 

For example, suppose you have four directory numbers assigned to your ISDN line: 555-11 11, 
555-2222, 555-3333, and 555-4444. You enter 555-111 1 as the primary number for phone 
port 1 and 555-2222 as its secondary number. The primary and secondary numbers for phone 
port 2 is left blank. 

In this scenario, a call placed to 555-1111 is sent to phone port 1. A call placed to 555-2222 is 
also sent to phone port 1 (as it is the secondary number for that port). However, a call placed to 
either 555-3333 or 555-4444, both of which have not been configured for a port, will be sent to 
phone port 2 automatically. This feature can be disabled. 

Note on your 'Main Number' 

If you have multiple numbers assigned to your line, then one number (usually the first) is 
designated as the 'main number', 'directory number', or 'number that appears on your phone 
bill'. This has significance for certain services like 'Favorit Internet' in Denmark, as their 
servers will reject your data call if you are not calling from your 'main number'. 

If you need to connect to a service with this type of restriction, make sure that your 'main 
number' is assigned to the data port (see Configuring Phone Numbers for Data Calls on 
page 92 for instructions). 
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Use of secondary numbers and TeleDanmark's Duet service 

TeleDanmark's Duet service offers, as a package, a mobile phone number along with ISDN 
basic access and three directory numbers. With this service, if the mobile phone is switched off, 
calls placed to the mobile phone number are automatically forwarded to a specific directory 
number as assigned by TeleDanmark. 

To make use of this service with the Diva LAN ISDN Modem, you would enter this 'mobile 
forwarding' number in the secondary number field in order to receive the forwarded calls. 

For example, suppose you are assigned three numbers: 555-1 1 1 1 (which you want to use for 
the telephone), 555-2222 (which you want to use for your fax), and 555-3333 (your mobile 
forwarding number). You connect your telephone to phone port 1 and your fax machine to 
phone port 2. To configure this on the Diva LAN ISDN Modem, you need to: 

• Set the main telephone number of PHONE port 1 to 555-1111 

• Set the additional telephone number for PHONE port 1 to 555-3333 

• Set the main telephone number of PHONE port 2 to 555-2222 

In this scenario, calls placed to your mobile phone are forwarded to 555-3333 if the mobile 
phone is not on. This way you know if a call has been forwarded from the mobile phone. 
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Assigning Numbers with the Phone Line Wizard 



The Phone Line Wizard makes it easy to assign ISDN phone numbers to your phone ports. 
1, From the main menu, click 'Phone Line Wizard'. The 'Phone Line Wizard' page appears. 



Phone Line Wizard Define Phone Numbers B 



Use The checkbox le indicate which polls youi analog phones are connected to. Then 
entei the phone numbei you want to assign to each port. 




2. Enter the phone numbers you want to assign to each port. If you do not have an analog device 
connected to a certain port, clear the check box associated with the port. If you want a port 
to answer on any dialed number (excluding numbers defined elsewhere), enable its check 
box but leave its phone number field blank. 

3. Click 'Finish' when done. To specify more options, see Assigning Phone Numbers with 
the ISDN Phone Line Page on page 91. 
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Assigning Phone Numbers with the ISDN Phone 
Line Page 



The 'ISDN Phone Line' page allows you to assign phone numbers to each port as well as 
change settings specific to that port. 

1. From the web configuration menu, click 'Manual Configuration', then click 'ISDN and 
Phone Ports'. 

2. Select a port from the 'Define settings for' drop-down menu. 



ISDN phone line parameters 



Main telephone number for this port: [ 

Type of calls supported : [AN 







I All 




r 




Isl □ 




I ' I 



'Define settings for' 
drop-down menu 

Main telephone number 

. Optional telephone 
number 



3. Enter your phone number in the 'Main telephone number for this port'. If needed, enter a 
second optional telephone number in the optional port. 

4. By default, the two numbers have distinctive rings. The main telephone number will ring 
'long, long, short', and the additional number will ring 'long, long'. If you check the 'Enable 
Distinctive Ring' option, the ring patterns are swapped (the main number will ring 'long, 
long' and the additional number will ring 'long, long, short'). 

5. Click 'Save', then 'Reset'. 
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Configuring Phone Numbers for Data Calls 



Follow these steps to set the phone number to use for incoming and outgoing data calls. 

1. From the main menu, click 'Manual Configuration', then click 'ISDN and Phone Ports'. 

2. In the Define settings for box, choose 'Data port'. The Diva LAN ISDN Modem displays 
the following page: 



I ISDN phone line parameters { 


Define settings for: | Data port j^J 


Select vour country: | International 




Enable call burnpina? W 




Telephone number to use for data: C 1 1 1 




O 5552222 




f?|5553333 


I 





3. Make a selection for the 'Telephone number to use for' data field. 

• The first two choices show the numbers assigned to Phone ports 1 and 2. (If you have not 
assigned phone numbers, these two choices will be blank). If you choose one of these 
numbers, then it will be shared for voice and data calls. The main drawback to sharing 
numbers is that only one port can use the number at a time. Therefore, if a voice call is in 
progress, data cannot be sent or received. 

• Use the third choice to specify a distinct number for data calls. 

4. Click 'Save', then 'Reset'. 
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Restricting Analog Calls 



The 'ISDN Phone Line' page gives you the option of restricting what types of calls a port 
should handle. This can be used for cost control purposes. Calls can be restricted to allow: 

• incoming calls only 

• outgoing calls only 

• all calls 

• no calls 



Restricting Analog Calls 

1. From the main menu, click 'Manual Configuration', then click 'ISDN and Phone Ports' 

2. Select the phone port from the drop-down menu. 



ISDN phone line parameters 
□I 



Phone port 1 _ 



Main telephone number for this port: I 

Type of calls supported : | All 
Support modern/fax only? |~~ 
Enable distinctive ring? □ 
Enable call waiting? E 
Additionnal telephone number for this port: |~~ 



~3 <- 



et form 




- Select a port 



'Type of Calls 
Supported' option 



3. Select an option from the 'Type of calls supported' drop-down menu. 

4. Click 'Save' then 'Reset'. 
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Configuring a Port as Modem/Fax 



If you are using an analog modem or fax machine on a phone port, you can configure the port 
as a 'Modem/Fax' port for better throughput. This sets the bearer capability of the outgoing call 
to 3.1 KHz audio, which provides better throughput when using faxes and modems. Support for 
supplementary services (Call Hold, Call Waiting, etc.) is disabled. 

Note: You will still be able to make voice calls from this port if the 'Modem/Fax' option is enabled. 
However, some ISDN phones may not work in this mode. 



Procedure 

1. From main menu, click 'Manual Configuration', then click 'ISDN and Phone Ports'. 

2. Select a port from the 'Define settings for' drop-down menu. 



ISDN phone line parameters 



Bl 




Type of calls supported : [AN 



Support modem/fax only? [~~ 

Enable distinctive ring? □ 

Enable call waiting? [7 
Additionnal telephone number for this bort: 



Save 



'Define settings for' 
drop-down menu 



'Support Modem/Fax 
only' option 



3. Check the 'Support Modem/Fax Only' option. 

4. Click 'Save', then 'Reset'. 
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Multiple Analog Devices on One Port 



You can connect more than one phone (or analog device) to each of the phone ports. 

One way to do this is to plug your existing telephone extension wiring (which has several 
telephone sockets chained together) into one of the Diva LAN ISDN Modem phone ports. The 
one phone port would then be available to all devices on your existing wiring. 

You can also plug a telephone line splitter into the phone ports. However, some splitters are 
wide enough to block the other ports. If necessary, plug a short extension telephone cable into a 
port, then plug a splitter into the other end of the cable. 

Note: Each port has a REN value of 3. The total REN value for all analog devices connected to one port 
must not exceed this value. 
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Call Bumping 



Call Bumping (known as Dynamic Bandwidth Allocation, DBA), allows you to intelligently 
share the two B-channels of your ISDN line between data and analog calls. This allows you to 
send and receive faxes or make phone calls while downloading data from the Internet, for 
example. 



How It Works 

Call bumping ensures that a line is almost always available for your voice or fax calls, and 
works whether you make or receive a call. Here is an example: 

• A data connection using MultiLink PPP (both B-channels used) is in progress. Throughput is 
at 128 kbps (two 64 kbps B-channels). 

• A phone call arrives. As soon as the phone rings, one of the ISDN B-channels used for the 
data connection is automatically dropped, reducing throughput from 128 kbps to 64 kbps. The 
voice call is connected using the B-channel that was just disconnected. 

• When the call is done, you hang up the phone. Automatically, the second B-channel connection 
is re-established for data transfer, bringing throughput back up to 128 kbps. 

Requirements to Use Call Bumping 

To use Call Bumping, you must set the connection protocol to Multilink PPP (MLPPP). See the 
section Available Connection Protocols on page 65 for more information on MLPPP Also, 
your ISDN line must support the Call Waiting supplementary service. 

Enabling Call Bumping 

1. From main menu, click 'Manual Configuration', then click 'ISDN and Phone Ports'. 

2. In the Define settings for box, choose 'Data port'. The Diva LAN ISDN Modem displays 
the following page: 



ISDN phone line parameters 



Define settings for: | Data port 

Select your country : | International 3l! 
Enable call bumping? W ^ 



Telephone number to use for data : C 5551111 
C 5552222 



(? 5553333 



Reset form 



Save 



- 'Enable call bumping' 
check box 



3. Select the 'Enable call bumping' check box. 

4. Click 'Save', then 'Reset'. 



Phone Settings and Number Assignments 



96 



Calling Features 



Overview 98 

Summary of Calling Features 99 

Call Hold 100 

Call Waiting 101 

Call Forwarding 103 

Calling Party Identification (CID) 105 

Calling Party Identification on Call Waiting (CIDCW) 105 

Calling Line Identity Presentation / Restriction 106 

Malicious Caller Identification (MCID) 107 

Call Transfer between Ports 108 

Three-party Conference Call 109 

Terminal Portability 110 



Overview 



Your ISDN line may be provisioned with such calling features such as Call Hold, Call Hold, 
Call Forwarding, and others. These features are supplied by your ISDN provider, who will give 
you a list of features available as well as the keypad combinations you need to press in order to 
take advantage of such features. For example, in Europe, you can put a call on hold by press the 
R button on your telephone. If you wish to answer a second incoming call ('Call Waiting' 
feature), you would press R then 2. Contact your ISDN provider for more information. 

The Diva LAN ISDN Modem also supports certain supplementary features (such as Call Hold) 
even if your ISDN line is not provisioned for them. 

Not all ISDN features are available or supported in all countries. Also, your ISDN subscription 
may not include a certain feature, even if it is available in your region. Contact your ISDN 
provider for more information. 

If you attempt to use a calling feature that is not available to you, you will hear a 'service 
failure tone' (four beeps) through your telephone handset. 

This section describes how to use the features supported by the Diva LAN ISDN Modem. 

About the Feature Codes 

The codes for ISDN features in your region may differ than those presented in this section. If a 
feature does not work, check with your ISDN provider for more information on what the codes 
should be. 
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Summary of Calling Features 



The following tables summarize the features available through the Diva LAN ISDN Modem. 
Other features may be available to you; ask your service provider for more information. Each 
feature is described in more detail later in this chapter. 



Diva LAN ISDN Modem Calling Features 

The following table summarizes the calling features offered by the Diva LAN ISDN Modem. 



Feature 


Description 


Call Hold 


Call Hold lets you suspend your current call (placing it on hold), 
and make a second call to another destination. 


Call Waiting 


Call Waiting alerts you to a second incoming call during an active 
call. You can then place the active call on hold to take the new 
call. 


Call Forwarding 


When enabled, Call Forwarding automatically transfers incoming 
calls to another number. 


Calling Party 
Identification (CID) 


CID displays the number ol an incoming call on the display ol 
your phone. 


Calling Party 
Identification on Call 

11 7 *J-* //^tt\ /Til 7\ 

Waiting (CIDCW) 


CIDCW displays the number of an incoming call on the display of 
your phone even if you are on the phone when another call comes 
in. 


Calling Line Identity 
Presentation / Restriction 


CLIR allows you to restrict calling line identity for outgoing calls 

111 ' Tl f* j j_ J j_1 1 • 

on a per-call basis. This leature is supported on the phone ports 
only. 


Identification (MCID) 


Ix/TiMTi q11/"\ax7C 1 £~\ 1*0 ( t i c 1 or q r*cillinfT n 1 1 tin m t* xi/i + n ^7(~*iit* T>!Tl\T 
LyLK^LLJ alUJWD YOU LU ICgloLCI a. Lalllllg I1U1I1UCI W1LI1 VUUI lk>.L'l>l 

service provider. This feature requires that Call Hold be supported 
by your ISDN line. 


Call Transfer between 
Ports 


If two analog devices are connected to your Diva LAN ISDN 
Modem, this feature allows you to transfer a call from the device 
on one port to the device on the other (also referred to as 'internal 
transfer'). 


Three-party 
Conference Call 


This feature lets you establish a call with two other people at the 
same time. 


Terminal Portability 


This feature allows you to transfer an active analog call from the 
Diva LAN ISDN Modem to another ISDN terminal (an ISDN 
phone, for example) that shares the same ISDN link. 
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Call Hold 



Call Hold lets you suspend your current call (placing it on hold), and make a second call to 
another destination. You can then toggle back and forth between the two calls. 

This feature is available as a service through your ISDN line (referred to as 'ISDN Call Hold') 
and also from the Diva LAN ISDN Modem itself (referred to as 'Diva Call Hold'). 



Using Call Hold 



Code 


Description 


R 


Places a call on hold so you can dial a second number. Once you hear a dialtone, you 
can place the second call. 


R,2 


Switches between the active and held call. 


R,l 


Disconnects the active call and continues with the other. 



Notes 

• If your phone is placed on-hook while an ISDN call is on hold, the connection remains active 
and full communication charges may apply. To indicate that a call is still on hold, the phone 
will ring for 30 seconds (15 seconds in Denmark and Sweden). After this time, the call is 
disconnected. 

• It is possible to configure the Diva LAN ISDN Modem to hold calls even if this feature is not 
available on your ISDN line. See Diva Call Hold (below) for more information. 

Diva Call Hold 

The 'Call Hold' feature is normally handled by your ISDN provider. When you press R to put a 
call on hold, a message is sent to your provider's equipment (the 'switch') indicating the 
current call should be held. 

However, the Diva LAN ISDN Modem can hold calls on its own, even if this feature is not 
available on your ISDN line. To do this, the Diva LAN ISDN Modem disconnects you from the 
call but leaves the connection open on its B-channel. You are then presented with a new 
dialtone. 

Diva Call Hold is disabled by default. 
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Call Waiting 



The Call Waiting Feature alerts you to a second incoming call during an active call. You can 
then place the active call on hold and connect to the second call. 

This feature is available as a service through your ISDN line (referred to as 'ISDN Call 
Waiting') and also from the Diva LAN ISDN Modem itself (referred to as 'Diva Call Waiting'). 

Using Call Waiting 

When you hear a Call Waiting alert, you can use one of the following codes. 



R,0 



Description 



Rejects the incoming call. The person making the call will hear a busy signal. Call 
Waiting will also be disabled for the duration of the call. 



R,l Disconnects the current call and accepts the incoming call. 

R,2 Places the current call on hold and answer the incoming call. Once you have two 
calls (one active, one held), press R,2 to toggle between calls. 

If you don't press any code, the 'Call Waiting' alert will repeat once more, ten seconds later. 
The person making the call will continue to hear the phone ring. 

Enabling and Disabling Call Waiting via a Touch Tone Phone 

To enable or disable Call Waiting via a touch tone phone, lift the receiver, wait for a dialtone, 
then press one of the following: 



Code Description 



*43# Enables Call Waiting. You will hear three rising tones in confirmation. 

#43# Disables Call Waiting. You will hear three falling tones in confirmation. 

*#43# Determines if Call Waiting is enabled or disabled. If enabled, you will hear three rising 
tones; if disabled, you will hear three falling tones. 



Enabling and Disabling Call Waiting via the Web Interface 

To enable or disable Call Waiting via the web interface: 

1. From the web configuration menu, click 'Manual Configuration', then 'ISDN and Phone 
Ports'. 

2. In the 'Define settings for' box, choose the phone port you want to configure. 



ISDN phone line parameters 



| Phone port 1 T | 

Main telephone number for this port: |~ 
Type of calls supported : | All 




Support modern/fax only? |~~ 

Enable distinctive ring? |~~ 

Enable call waiting? [7 ^- 

Additionnal telephone number for this port: | 



'Define settings for' 
drop-down menu 



-'Call Waiting' option 
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3. Select 'Enable call waiting'. 

4. Click 'Save', then 'Reset'. 



Notes 



The Diva Call Waiting feature uses the second B-channel (if available) to receive a second 
incoming call and offer it to you. However, if both B-channels are in use, the Diva LAN ISDN 
Modem cannot offer the call, and the second caller will hear a busy signal. 

If Call Waiting is not provisioned on your ISDN line, Call Bumping will not occur, as 
MultiLink PPP uses the Call Waiting signalling information from your service provider to 
determine if it should release a B-channel to accommodate an incoming voice call. See Call 
Bumping on page 96 for more information. 
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Call Forwarding 



When enabled, Call Forwarding automatically transfers incoming calls to another number. Call 
Forwarding is available from your provider. 

Types of Call Forwarding Assignments 

You can assign up to three types of Call Forwarding to each phone port. 

• 'Call Forwarding Unconditional': Always forward incoming calls to the specified number. 
The main keycode for this feature is '21 '. See Using Call Forwarding Unconditional on 
page 103 for instructions. 

• 'Call Forwarding No Reply': Forward incoming calls when a call is not answered after a 
user-specified number of rings. The main keycode for this feature is '61'. See Using Call 
Forwarding No Reply on page 103 for instructions. 

• 'Call Forwarding Busy' : Forward incoming calls when the line is busy. The main keycode for 
this feature is '67'. See Using Call Forwarding Busy on page 104 for instructions. 

In addition, your ISDN provider may allow other types of Call Forwarding assignments. 
Contact your provider for further details. 

Using Call Forwarding Unconditional 

Call Forwarding Unconditional allows you to forward all incoming calls to a specified number. 
Call Forwarding Unconditional takes precedence over Call Forwarding No Reply and Call 
Forwarding Busy. 

To use this feature, lift the receiver, wait for a dial tone, then press the appropriate keypad code 
as described in the following table. 



Code 


Description 


*21*num# 


Unconditionally forwards all calls to 'num'. Replace 'num' with the 
forwarded-to number. Once you press #, you will hear three rising tones in 
confirmation. 


#21# 


Deactivates this feature. You will hear three falling tones in confirmation. 


*#21# 


Returns the status of this feature. If enabled, you will hear three rising tones; 
if disabled, you will hear three falling tones. 



Using Call Forwarding No Reply 

Call Forwarding No Reply forwards incoming calls only when a call is not answered after a 
certain number of rings. You can specify the number of rings or use the default value. 



Code 


Description 


*61*num# 


Forwards an incoming call to 'num' if the call is not answered after the 
default number of rings. Replace 'num' with the forwarded-to number. The 
default number of rings is 3. Once you press #, you will hear three rising 
tones in confirmation. 



61*num*rings# Forwards an incoming call to 'num' if the call is not answered after the 

amount of rings specified. Replace 'num' with the forwarded-to number and 
'rings' with the number of times your phone should ring before the call is 
forwarded. Once you press #, you will hear three rising tones in 
confirmation. 
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Code Description 

#61# Deactivates this feature. You will hear three falling tones in confirmation. 

*#6 1 # Returns the status of this feature. If enabled, you will hear three rising tones; 

if disabled, you will hear three falling tones. 



Using Call Forwarding Busy 

Call Forwarding Busy forwards incoming calls only when a call is busy. 



Code 


Description 


*67*num# 


Forwards an incoming call to 'num' if the line is busy. Replace 'num' with 
the forwarded-to number. Once you press #, you will hear three rising tones 
in confirmation. 


#67# 


Deactivates this feature. You will hear three falling tones in confirmation. 


*#67# 


Returns the status of this feature. If enabled, you will hear three rising tones; 
if disabled, you will hear three falling tones. 



Notes 

• You can assign all three Call Forwarding types for a particular port at the same time, and each 
feature can be assigned its own forward-to number. However, Call Forwarding Unconditional, 
if active, takes precedence over the other two Call Forwarding features. For example, if Call 
Forwarding Unconditional and Call Forwarding Busy are both enabled, an incoming call will 
be sent to the forwarded-to number assigned by Call Forwarding Unconditional, even if you 
are on the phone at the time. 

• To determine if at least one of the Call Forwarding features is currently active for a phone 
port, lift the receiver and listen for a dial tone. If the tone is fast and intermittent, at least one 
of the Call Forwarding features is active. If the tone is continuous, no Call Forwarding features 
are active. (May not work in all regions.) 

• If you hear a busy signal while programming a Call Forwarding feature, most likely the keypad 
combinations were entered incorrectly. Hang up and try again. 
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Calling Party Identification (CID) 



Calling Party Identification (CID) 

With this feature, the number of an incoming call is automatically shown on the display of your 
telephone. Based on this information you can answer or ignore the call. 

This feature is supported in Australia, China, Denmark, France, Germany, Hong Kong, Ireland, 
the Netherlands, Singapore, Sweden, the United Arab Emirates, and the United Kingdom. 
Other regions may support this feature in the future. Check with your ISDN provider. 

Calling Party Identification on Call Waiting (CIDCW) 

With this feature, the number of a second incoming call is shown on the display of your 
telephone at the same time you hear a Call Waiting alert, if you are currently on the line. 

Note: In Denmark (where this feature is known as CallerlD Plus), the identity of the second call is not 
displayed automatically. When you hear a call waiting alert, you must press R,9. 

This feature is supported in Australia, China, Denmark, Hong Kong, Ireland, Singapore, the 
United Arab Emirates, and the United Kingdom. Other regions may support this feature in the 
future. Check with your ISDN provider. 
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Calling Line Identity Presentation / Restriction 



Calling Line Identify Presentation (CLIP) and Calling Line Identify Restriction (CLIR) allow 
or restrict calling line identity for your outgoing calls on a per-call basis. To use this feature, 
you must enter a code before dialing a number. The code you press may be different depending 
on the region. 

United Kingdom and Ireland 



Code Description 



141 Enables CLIR for a new call. You must dial 141 before dialing the destination 

number. For example, if you were calling 5551234, you would dial 1415551234. 

1470 If you have CLIR permanently enabled on your line, you can temporarily disable it 
using the prefix 1470. 



All Regions except United Kingdom and Ireland 




*3 1# Enables CLIR for a new call. Lift the receiver, dial *31#, then dial the number. 



#3 1# If you have CLIR permanently enabled on your line, you can temporarily disable it 
using the prefix #31#. 

The codes in your region may differ than those presented here. Check with your ISDN provider 
for more information. 

Feature Support 

This feature is supported in all countries. However, it may not be offered by your ISDN 
provider. Check with your provider for more information. 
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Malicious Caller Identification (MCID) 



Malicious Caller Identification allows you to register a calling number with your ISDN service 
provider. This feature requires that Call Hold be supported by your ISDN line. 

Using Malicious Caller Identification 




R,*39# Invokes Malicious Caller Identification for the active call. 

If you are on a call when you first press R, you should hear a dialtone. After you 
press *39#, you are automatically reconnected to the call. 

You can also invoke this feature 30 seconds after the caller has hung up. 



Feature Support 

This feature is supported in all countries except Australia. 
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Call Transfer between Ports 



This feature lets you transfer a call from one port to another. For example, you can transfer a 
call from the phone on port PHONE 1 to the phone on port PHONE 2. To receive the 
transferred call, the second device must be on hook and not ringing. 

Using Call Transfer 



To Follow these steps 

Transfer the active call 1. Press R to put the active call on hold. You will hear a dialtone. 
with no call on hold 2. Press *. 

3. Hang up the phone. The call is transferred to the other phone port 
and the phone connected to this port rings. 

4. When the second analog device answers, the transfer is complete. 
If you decide to cancel the transfer, press *R before the call is 
answered. 

For the following procedure, 'call 1 ' refers to the active call and 
'call 2' refers to a call initially on hold. 

1. Press R. Call 1 is put on hold (you will hear a dialtone). 

2. Press *. Call 1 is transferred to the other phone port and the device 
connected to this port rings. You are automatically reconnected to 
Call 2. 

3. When the second device answers, the transfer is complete. If you 
decide to cancel the transfer, press *R before the call is answered. 
Note that you cannot retrieve Call 1 without disconnecting from 
Call 2. 



Resuming a Transferred Call 

Once a call has been transferred, you can take back the call. Lift the receiver, and press *R. 

Notes 

• If the target device cannot accept the redirected call (it is busy or ringing), the device initiating 
the transfer will ring. The call can then be answered by the initiating device and 
communication re-established. 

• If the second device does not answer within 30 seconds (90 seconds in Denmark and Sweden), 
the call is cleared. Communication charges may apply while the transferred call is ringing 
(see Call Hold on page 100). 



Transfer the active call 
if you already have a call 
on hold 
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Three-party Conference Call 



This feature lets you speak with two other people over the phone at the same time. Once a 
Three-party Conference Call is set up, you may drop a call and continue with the other caller, or 
you put the one caller on hold while staying connected to the other caller. 



Code Description 

R,3 Establishes a Three-party Conference Call with two currently-held calls. 
Follow these steps to set up the call: 

1. Dial the first number. 

2. After you connect with the first person, press R. You will hear a dialtone. 

3. Dial the second number. 

4. After you connect with the second person, press R again. You will hear a dialtone. 

5. Press 3 to connect all three parties at once. 

R,l Disconnects the call you connected last, allowing you to continue talking to the 
remaining caller. 

R,2 Places the call connected last on hold, allowing you to talk exclusively with the caller 
connected first. At this point you can press R,l to disconnect the current call and 
switch to the call on hold; R,2 to switch between the two calls; or R,3 to re-establish 
the conference call. 
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Terminal Portability 



Terminal Portability allows you to transfer an active ISDN call from the Diva LAN ISDN 
Modem to another ISDN terminal (an ISDN phone, for example) that shares the ISDN link with 
(but is not connected to) the Diva LAN ISDN Modem. Both the Diva LAN ISDN Modem and 
the other device must be using the same BRI. 



Using Terminal Portability 

When you transfer a call using this feature, you have the option of giving the call an identity 
number. This feature may not be supported in all regions. 




R,*79# Transfers the active call to a separate ISDN device. 



When you first press R, you should hear a dialtone. After you press *79#, you 
should again hear a dialtone, indicating the call has been transferred. You can 
then hang up the phone. If the transfer fails, you will not hear a dialtone and you 
will be reconnected to the active call. 

To resume a transferred call, lift the receiver and press *79#. 

R,*79*num# Transfers the active call (giving the call an identity number) to a separate ISDN 
device. Replace num with a one, two, or three digit number. 

When you first press R, you should hear a dialtone. After you press *79#, you 
should again hear a dialtone, indicating the call has been transferred. You can 
then hang up the phone. If the transfer fails, you will not hear a dialtone and you 
will be reconnected to the active call. 

To resume a transferred call that has been given an identity number, lift the 
receiver and press *79*num#, with num being the identity number. 
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Overview 



Connecting your computers to the internet or a remote corporate LAN creates a wide range of 
benefits, but also exposes your computers to certain risks. To safeguard your data and systems, 
the Diva LAN ISDN Modem provides a comprehensive range of security features. This section 
explains how to use and configure each feature for optimal protection of your systems. 
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Security Features Summary 



This table lists all security features offered by the Diva LAN ISDN Modem, and their default 
settings. 



Feature 




Description 


System password 


None 


Restricts access to the Diva LAN ISDN Modem configuration 
interfaces. 


Automatic log out 


Active 


Automatically terminates idle configuration sessions. 


Network address 
translation (NAT) 


Active 


NAT hides the addresses of the computers on the internal Ethernet 
LAN from the external network. 


Remote 
management 


Disabled 


Permits remote systems to log on to the Diva LAN ISDN Modem 
web configuration interface (from the Internet, for example). 


Incoming data calls 


Disabled 


Permits the Diva LAN ISDN Modem to answer incoming calls. 


Call screening 


Disabled 


Allows you to accept incoming data calls from specific phone 
numbers only. 


Call authentication 


Always 
authenticate 


Lets you respond to authentication requests when making 
outgoing data calls, or validate incoming calls. 


Callback 


Disabled 


Forces the remote site to call back to establish the connection. 


Manual dialing 


Disabled 


Lets you manually control when the ISDN link is established. 


Custom security 
using IP filters 


None 


Lets you filter specific IP datagrams for security reasons. 


The following table lists the security features that can be applied, to restrict access to the Diva 
LAN ISDN Modem configuration interfaces. 


Remote computer 


ISDN 


System password 

Automatic log out 

Remote Management 

Answer incoming data calls 

Call screening 

Call authentication 

Custom security using IP filters 


Local computer 


Ethernet 


System password 
Automatic log out 
Custom security using IP filters 


Local Computer 


Serial 


System Password 


Telephone 


Phone port 


Only available when the ISDN is not connected 
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System Password 



The Diva LAN ISDN Modem provides a system password that restricts access to the 
Web-based configuration interface and the command line interface. This ensures that 
configuration changes can only be made by authorized personnel. 

By default, no password is defined. 



Setting a System Password 

1, From the web configuration menu, click 'Manual Configuration', then 'System'. 

2. Enter the new system password in the 'Login Password' and 'Repeat Login Password' fields. 



System parameters 



Edit system parameters 



Current firmware revision: ZG 



System name : |diva 
Login password : [ 
Repeat login password : [ 
Enable remote management : |~~ 

Set time: |h~ [jn~ : [57~ (H h:m*ss) 

Set date |2001 -[03~.[i (YYYY-Md-DD) 




Get time and date 



- ■ ■ . ■ : 

Log output : |Sendto remote_^J j255.255.255. 255 (if tog sent to 
remote) 



Password fields 



3. Click 'Save' then 'Reset'. 



Forgot your Password? 

If you have forgotten your password, the only way to gain access to the configuration pages is 
to reset the Diva LAN ISDN Modem to its factory defaults. See Resetting the Device on 
page 50 for more information. 

Resetting the device also returns all configuration settings, including username and 
password information for Internet access, to factory defaults. 

Removing the Password 

1. Login and access the 'System' page as described above. 

2. Delete the text from both login fields. 

3. Click 'Save', then 'Reset'. 
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Automatic Log Out 



The Diva LAN ISDN Modem applies an automatic timeout to configuration sessions. When a 
configuration session is idle for more than the timeout value, the Diva LAN ISDN Modem 
automatically logs the user out. This reduces the risk of unauthorized persons taking advantage 
of a logged-in computer that has been left unattended. 

• Web interface: 30 minutes. 

• Telnet session (for entering text commands): 5 minutes. 

• Serial port with console cable: no timeout limit. 

The timeout values are not configurable. 

Note: Changes that have not been saved are lost when the configuration session is terminated. 
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Network Address Translation (NAT) 



The Diva LAN ISDN Modem uses network address translation (NAT) to 'hide' the local LAN 
from all external resources. The benefits of this are the ability for all connected computers to 
access the Internet using one Internet address and ISP account. For example, when 
communicating with the Internet, the four computers in the following diagram share the 
dynamically assigned address '222.182.22.39'. 




Notes 

• NAT operates transparently, translating internal addresses to a single external one for all data 
traffic. There is no effect on throughput. 

• Most applications will work with NAT. For a list of applications that have been tested by Eicon 
Networks, see the release notes on the Diva LAN ISDN Modem CD. 

• NAT is enabled by default, and it is recommended that you do not turn it off unless you have 
a specific requirement to do so. (For more information on IP addressing see Incoming calls 
and IP addressing on page 121 

Security benefits 

An additional benefit of NAT is increased network security. Like a firewall, NAT restricts 
access to the computers that reside on the local LAN. By default, no computer on the internal 
LAN is visible to the external network. Computers on the internal network cannot act as FTP or 
web servers, nor can they share their drives using Windows Network Neighborhood. These 
security features can be weakened if you use NAT static mappings (see NAT static mappings 
on the following page). 

NAT static mappings 

With NAT enabled, computers outside of the internal LAN do not have access (are not visible) 
to any computers on the internal LAN. If you need a computer on the internal LAN to be visible 
to the external network (such as a web server), the Diva LAN ISDN Modem provides a solution 
through NAT static mappings. 

How It Works 

NAT static mappings permits you to allow specific computers on the internal LAN to receive 
certain incoming network traffic. For example, you could designate a computer to receive all 
incoming HTTP traffic, allowing it to function as a web server. However, the actual IP address 
of this computer is still hidden by NAT. Therefore, remote users must specify the address of the 
Diva LAN ISDN Modem to gain access to the web server. 
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When you create a NAT static mapping, the Diva LAN ISDN Modem routes all traffic for the 
protocol you specify to the designated computer. This includes traffic normally handled by the 
Diva LAN ISDN Modem itself. This leads to the following restrictions: 

• Remote access to the configuration interfaces on the Diva LAN ISDN Modem via the ISDN 
link can be disrupted. For example, if you designate a computer to receive HTTP traffic, remote 
access to the web configuration interface will be disrupted. However, local access via Ethernet 
will still be possible. 

• Only one computer on the internal LAN can be designated to receive the traffic for a specific 
protocol. This means, for example, you cannot create multiple web servers; all web traffic 
must be sent to one computer on your LAN. 

Creating Static NAT Mappings 

1. From the main menu, click 'Manual Configuration', then click TP'. 

2. From the TP' menu, click 'NAT static mappings'. 



IP parameters : NAT static mappings B 1 






Default NAT server 


Default NAT server: |0.0.0.0 




Map 


Protocol 


Soivei port 


Seivei IP address 


1 


None 


|u 


|0.0 0 0 


2 


None 


|o 


|o.o.o.o 


3 


None 




|o.o.o.o 


4 


None 


fe> I 


|o.o.o.o 


5 

6 
7 


None 


|o 


|o.o 0 0 


None 




|o.o 0 0 


None _*] 


I" I 


|o.o 0 0 


8 






|o.o 0 0 



3. For each server that you want to define, specify the following parameters: 

• 'Protocol': Select the protocol that remote computers will use to access the server. 

• 'Server port': Enter the port number that the protocol will use on the server. 

• ' Server address' : Enter the IP address of the computer that will act as the server. The server 
address must be on the same LAN as the Diva LAN ISDN Modem (or must be reachable 
via the LAN). 

4. Click 'Save' then 'Reset'. 
Default NAT Server 

When the Diva LAN ISDN Modem receives incoming datagrams containing protocols it is not 
supposed to accept, the datagrams are discarded. For example, if an incoming datagram 
contains an FTP request, and no FTP server has been defined using a static mapping, the 
datagram is discarded. 

In some cases, you may want to forward all datagrams containing unspecified protocols to a 
computer on your LAN. The Diva LAN ISDN Modem calls this computer the 'default NAT 
server'. 
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To define a default NAT server, enter the IP address of the device that should receive these 
datagrams into the 'Default NAT server' field on the IP Parameters panel. 



IP parameters : NAT static mappings 



Default NAT server 



Default NAT server: 0.0.0.0 



Edit NAT static mappings 



Map 


Protocol 


Solver pott 


Server IP address 


1 


Hone jj 


LI 


|0.0 0 0 


2 


Hone jj 


lo I 


|0.0 0 0 


3 


Hone jj 


l» I 


|0.0 0 0 


4 


Hone jj 


l° I 


|o.o.o.o 


5 


Hone jj 


l° I 


|o.o.o.o 


6 


Hone_^J 


lo I 


|o.o.o.o 


7 


Hone_^J 


|o 


|o.o.o.o 


8 


Hone jj 


lo I 


|o.o.o.o 


9 




lo I 


|0.0 D 0 


10 




I" I 


|0.0 D 0 



■Default NAT 
Server' field 



Note: The Diva LAN ISDN Modem handles traffic with the following protocols: HTTP, Telnet, TFTP, 
ECHO (UDP port 7), and SNMP Only traffic that does not contain these protocols will be forwarded to 
the default NAT server. To forward the aforementioned protocols you must define a NAT static mapping 
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Example: Allowing Web or FTP Request using NAT Static Mappings 

Two of the most common reasons to use NAT static mappings are to run a web server or FTP 
server on a computer connected to the Diva LAN ISDN Modem. Use the following diagram as 
a reference as you examine the NAT mapping examples that follow. Note that the Diva LAN 
ISDN Modem has been assigned the static IP address 223.132.212.39. 




Configuring for Web traffic is carried on TCP port 80 and is destined for the computer at 
Web Traffic IP address 1 92. 1 68. 1 .2. Therefore, the following NAT mapping would be 

required: 



Map 


Protocol 


Server port 


Seivei IP atMiess 


1 


TCP _J 


80 


|1 92.1 68.1 .2 



To access the web server, a remote computer uses the URL 
HTTP : //223 . 132 . 212 . 3 9/ . The Diva LAN ISDN Modem sees that the 
datagram is intended for port 80 and forwards all web traffic to the 
appropriate computer on the internal LAN. 

Note that setting up a web server disables remote access via the ISDN 
line to the Diva LAN ISDN Modem web interface. However, computers 
on the internal LAN can still log in. 



Configuring for FTP traffic is carried on TCP ports 20 and 21 and is destined for the 
FTP Traffic computer at IP address 192.168.1.5. Therefore, the following two NAT 

mappings would be required: 



Map 


Piotocol 


Seivei i>oit 


Seivei IP address 


1 


|tcp J 


|20 


192.168.1.5 


2 


TCP jj 


Izi 1 


192.168.1.5 
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Remote Management 



By default, the Diva LAN ISDN Modem does not allow remote devices to access its 
configuration interfaces via the ISDN link. This prevents unauthorized tampering when the 
Diva LAN ISDN Modem has dialed out and is connected to the Internet or to a remote 
corporate network. 

To accomplish this security, all incoming HTTP and Telnet traffic on the ISDN line is 
automatically dropped. This effectively blocks remote computers from using the web-based 
interface. 

This does not affect traffic on the local LAN created by the Diva LAN ISDN Modem. 
Therefore, if the local LAN is connected to other networks, these computers will have access to 
the Diva LAN ISDN Modem. Consider the following topology: 



150.150.5.2 150.150.5.3 150.150.5.4 





In the above example, all computers on the two LANs have access to the Diva LAN ISDN 
Modem configuration interfaces. However, remote computer A is blocked as it must go through 
the ISDN line to access the Diva LAN ISDN Modem. 

Note: Remote security is implemented using IP filtering (see IP Filters on page 155). Removing these 
filters will affect remote security. 
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Incoming data calls 



By default, the Diva LAN ISDN Modem refuses all incoming ISDN data calls. This effectively 
shuts the door on unauthorized systems dialing-in. (Voice calls are not blocked by this setting.) 

When support for incoming data calls is activated and an incoming call is received, the Diva 
LAN ISDN Modem compares the user name and password supplied by the remote site against 
the remote user name and remote password configured for the ISP profile, then the 
CORPORATE profile. If a match is found, the call is accepted. Otherwise, the call is rejected. 
Therefore, to accept incoming data calls you must define call authentication settings for the 
appropriate profile (as explained in the steps below). 

Since the Diva LAN ISDN Modem checks the ISP profile first, if both profiles have the same 
remote user name, the incoming call will always connect with the ISP profile. 

Incoming data calls can only be received if there is an available B-channel. To keep a free 
channel, you must use PPP (or V.120) for your existing connection. If you are using MLPPP, 
you will only be able to receive incoming voice calls if no data call is active. See Selecting a 
Connection Protocol on page 65 for more information. 

When you enable callback support (page 127) using the web configuration interface, the Diva 
LAN ISDN Modem automatically enables support for incoming data calls. 

Incoming calls and IP addressing 

For an incoming call to successfully connect, you must define a proper IP addressing scheme 
for the profile that will handle the connection. This means setting the following three 
parameters: IP address, Subnet mask, and Remote IP address. 

Generally, when you configure the Diva LAN ISDN Modem to connect to the Internet, you set 
the IP address parameter to 0.0.0.0, which means that the address will be dynamically assigned 
by the ISP when the profile connects. When you receive an incoming call however, it may be 
the responsibility of the Diva LAN ISDN Modem to assign an IP address to the caller. In this 
case, the static address you set for Remote IP address would be adopted by the caller. 

The following diagram illustrates the effects of potential addressing schemes. (The subnet mask 
is omitted from this discussion, but should be set to match the IP address. See About IP 
addresses on page 147 for more information on masks.) 



DIVA LAN ISDN Modem 




Remote Computer 


j IP address: static 


Assigned to 


— ► IP address: dynamic 


' Remote IP address: static 




Remote IP address: dynamic 




p IP address: static 

Remote IP address: dynamic 


Wo assignments 


IP address: static 

Remote IP address: dynamic 




O IP address: static ■< 


Addresses must match 


IP address: static 


Remote IP address: static 4 




"+ Remote IP address: static 




A IP address: dynamic 


- Assigned to 


IP address: s(a(/c 


Remote IP address: dynamic 




— Remote IP address: static 




C IP address: static 

** Remote IP address: dynamic 


Fails 


IP address: dynamic 
Remote IP address: dynamic 




e IP address: dynamic 

** Remote IP address: dynamic 


Fails 


IP address: static 

Remote IP address: dynamic 




7 IP address: dynamic 

Remote IP address: dynamic 


Fails 


IP address: dynamic 
Remote IP address: dynamic 
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Notes on the diagram 

1. The Diva LAN ISDN Modem provides an IP address to the remote computer. 

2. Both the Diva LAN ISDN Modem and the remote computer have their own fixed IP addresses 
so no assignments are made. 

3. Both the Diva LAN ISDN Modem and the remote computer have their own fixed IP addresses 
AND have specified remote addresses. This means they will only be able to connect if the 
remote addresses match the IP addresses of the other device. 

4. The remote computer provides an IP address to the Diva LAN ISDN Modem. 

5. The remote computer has no IP address and the Diva LAN ISDN Modem is not configured 
to supply one. 

6. The Diva LAN ISDN Modem has no IP address and the remote computer is not configured 
to supply one. 

7. Neither device has an IP address and neither is configured to supply one. 

Enabling support for incoming data calls 

To turn on and configure support for incoming calls, do the following: 

1. On the Manual Configuration menu, click 'Incoming data calls'. This displays the Incoming 
calls parameters page. 



Incoming calls parameters 



Select section to edit: | General settings^] 

Answer incoming data calls? P 

Always use encrypted authentication for incoming .— 

calls? 1 

Protocol : | PPP (only 1 channel) 



Cancel 


Reset form 


Save 





Note: To receive incoming calls, you need to configure the remote username and password of the 



connection profile that will answer the call. 



2. Select 'Answer incoming data calls'. 

3. Specify the type of password the Diva LAN ISDN Modem expects the remote to send: 
encrypted or any (unchecked). If the supplied password is not in the proper format the call 
is rejected. 

4. Choose the type of connection protocol to use for the call. The setting you make here takes 
precedence over the setting for the profile that will answer the call. 

5. Click connection profile in the 'Note' at the bottom of the page. The Diva LAN ISDN Modem 
displays the Connection profiles list page. 



| Connection profiles t 


Sele 


cl a connection piofile io edit. 










Profile 


State 






1 


ISP 


Enabled 


Edit | 




2 


CORPORATE 


Enabled 


Edit | 








Configuration changes you Save when editing a 
l«iofile aie only activated «iftei you click Reset. 




Reset 



6. Click 'Edit' for the profile that will answer the call. 

7. Click 'Authentication'. 

8. Define the 'Remote username' and 'Remote password' the Diva LAN ISDN Modem expects 
the remote to send. See Call Authentication on page 126 for more information. 
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9. Click 'IP'. 

10. Set 'IP address', 'Subnet mask', and 'Remote IP address' as required. 

11. Click 'Finish', then 'Save', then 'Reset'. 
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Call screening 



Call screening enables you to accept or reject incoming data calls based on their phone number. 
This is an effective way to limit dial-in access to the Diva LAN ISDN Modem to a small group 
of remote sites. 

Entering calls to be screened 

1. From the Manual Configuration menu, click 'Incoming data calls'. 

2. In the Define settings for box choose 'Call screening'. You will see the following page. 



Incoming calls parameters 




Enable call screening? □ 




Fjrat ISDN numbej 


Second ISDN numl>ei 




l_ 


l_ 

















































3. Check the 'Enable call screening' box. 

4. Enter the phone numbers of the remote sites you want to receive calls from. Enter the same 
phone number under 'First ISDN number' and 'Second ISDN number'. 

5. Click 'Save', then 'Reset'. 
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Enabling Remote Management 

If you want to support remote configuration, you must enable the remote management option. 
This option can only be set with the web-based configuration interface. 

1. From the web configuration menu, click 'Manual Configuration', then click 'System'. 

2. Check the 'Enable remote management' check box. 



System parameters 



Edit system parameters 



Ctirrettt firmware revision: 2.0 



System name : |diva 



Login password : I 
Repeat login password : ] 



Set time : |h~ [51~ [57~ 
Set date |2001 . [03~. [7 

Gettime and date 



(Y Y Y Y-Mul-DD) 



■ . 



Lut; output : | Send to remote T | |255 255.255 255 
remote) 



(if log sent to 



'Enable Remote 

Management' 

option 



3. Click 'Save' then 'Reset'. 



Note: If you enable remote management, it is strongly suggested that you define a log in password. 
This parameter is available on the same page as the remote management option (see System 
Password on page 114 for more information). 
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Call Authentication 



Call authentication enables ISDN devices, like the Diva LAN ISDN Modem, to validate the 
identity of the device at the other end of the line. Authentication works through the exchange of 
usernames and passwords. It can be one-way (either the caller gets validated or the callee gets 
validated) or two-way (both sides validate each other). 

Generally, authentication is one-way, with the caller getting validated. For example: 

• When the Diva LAN ISDN Modem calls an ISP or a corporate network, it will be authenticated 
(i.e., it must supply a username and password to log on). 

• When a remote computer calls the Diva LAN ISDN Modem, it will be authenticated (i.e., it 
must supply a username and password for the call to be accepted). 

To successfully use call authentication it is important that both devices are configured to 
support the same authentication options. 



Setting up Call Authentication 

1. From the web configuration menu, click 'Connection Profiles'. 

2. Click the 'Edit' box next to the profile you want to configure. 

3. Click 'Authentication' on the menu bar. You will see the following page: 



Connection profiles 



□ 



Authentication parameters 

Profile | Connection I IP I RIP I Authentication | Callback | FINISH 

Local username : |1 23 



Local password : |*** 

Always use encrypted password? V 

Always authenticate remote? V 

Remote username : | 

Remote password : | 



Piofile | Co n ne clio n I IP I RIP I Authentication | Callback | FINISH 



4. Specify the 'Local username' and 'Local password' this profile will send to the remote site 
during the authentication process. For example, the ISP profile uses these values to log on 
to your ISP account. This information was filled in when you completed the Internet Wizard. 

Note: Local username and Local password are case-sensitive. 

5. Specify the type of password the Diva LAN ISDN Modem will send to the remote: encrypted 
or any (unchecked). If the remote is not using the same type of encryption, the call will be 
rejected. 

Note: This setting applies to outgoing calls only. 

6. Enable 'Always authenticate the remote' if you want the Diva LAN ISDN Modem to ask the 
remote to identify itself with a username and password. The Diva LAN ISDN Modem will 
compare the values the remote sends against the settings you make for 'Remote username 
and Remote password'. Remote username and Remote password are case-sensitive. 

Note: This setting applies to outgoing calls only. The Diva LAN ISDN Modem always authenticates 
the remote when receiving an incoming call. 

7. Click 'Finish', then 'Save', then 'Reset'. 
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Callback 



Callback is another effective method to control access to the Diva LAN ISDN Modem. When 
callback is enabled, the Diva LAN ISDN Modem functions as a callback client, and the remote 
site being called functions as a callback server. 

The client calls the server, hangs up, then waits for the server to call back to establish the 
connection. 

The client calls the server, the connection is dropped or disconnected, then waits for the server 
to call back to re-establish the connection. While waiting for the server to call back, the Diva 
LAN ISDN Modem may accept incoming calls that are not from the server. To ensure that only 
calls from the server are accepted you can use call authentication (set the always authenticate 
remote option as shown on page 126) to validate the incoming call. 

Note: When you enable callback using the web configuration interface, the Diva LAN ISDN Modem 
automatically enables support for incoming data calls (page 121). 

Callback modes 

Two callback modes are available. Each provides different features. For callback to work, both 
client and server must use the same mode. 



Callback control This is a Microsoft-developed solution. It is used by NT4, and devices 
protocol from Cisco, Ascend, and other vendors. 

NCP enables you to specify a time delay before the server calls back, and 
supports both the user specified and administrator specified options. 



ISDN callback Unlike the callback control protocol, the server does not answer the 

initial call from the Diva LAN ISDN Modem when using ISDN callback 
mode. Therefore, there is no charge for the call. This can be 
advantageous if you are making a lot of calls without a flat-rate package, 
or are making long distance calls. 

ISDN modem only works with Cisco 10 S. It uses caller ID information 
to return the call. Therefore, caller ID must be enable on your line to use 
this mode. 
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Callback options 

Two callback options are available: user specified and administrator specified. 



User specified This option requires that the Diva LAN ISDN Modem supply the server 
with the callback number to use. If the server is on a PBX, or must dial 
long distance, you may need to include appropriate dialing prefixes. 
Contact the system administrator of the server to determine the exact 
requirements. 

The main advantage of this option is that if you change the Diva LAN 
ISDN Modem's ISDN phone numbers, you do not have to inform the 
server, since you supply the phone number with each call. 



With this option, the Diva LAN ISDN Modem does not supply the server 
with a number to dial. Instead, the remote identifies the Diva LAN ISDN 
Modem by its caller ID or information supplied during call 
authentication. The server then consults a pre-configured table to 
determine the number to dial. 

The main advantage of this option is centralized security. The server 
maintains a list of all valid clients, with their physical phone numbers and 
security information. 



Delay before host calls back 

This option is only supported by the callback control protocol. It allows you to specify the 
amount of time the server waits before calling back. The Diva LAN ISDN Modem proposes the 
delay during callback negotiation. The server can either accept or reject it. 

Timeout waiting for callback 

Sets the amount of time the Diva LAN ISDN Modem waits for the server to call back. During 
this time, the Diva LAN ISDN Modem may accept calls that are not from the callback server 
unless you use call authentication (set the always authenticate remote option as shown on page 
126) to validate the incoming call. 

Note: 'Incoming Data Calls' automatically enabled 

When you enable callback using the web configuration interface, the Diva LAN ISDN Modem 
automatically enables support for incoming data calls (see Incoming data calls on page 121). 



Administrator 
specified 
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Setting up callback 

1. On the Configuration main menu, click 'Connection Profiles'. 

2. Click 'Edit' for the profile you want to configure callback for. 

3. Click 'Callback' on the menu bar. You will see the following page. 



Connection Profiles 



Callback parameters 



Fiofile | Connection I IE I RiE I Authentication | Callback | FINISH 

Callback type : 



Callback option : 
Callback numbers : 
Delay before host calls back : 
Timeout waiting for callback : 



None 



No callback 



"3 



Not required 



|Not required 



Jseconds 
seconds 



Profile I Connection | IP | RIP I Authentication I Callback I FINISH 



4. Configure the callback parameters as required by your setup. 

5. Click 'Finish', then 'Save', then 'Reset'. 
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Manual Dialing 



The Diva LAN ISDN Modem automatically establishes the ISDN link whenever it senses 
outgoing data traffic (such as for your Internet connection). However, there may be certain 
situations when this is not desirable. The manual dialing option gives you this control. 

Each profile can be configured to use manual dialing. If you enable this option and password 
protect the Diva LAN ISDN Modem, you effectively put ISDN access under direct manual 
control of authorized users. 



Enabling Manual Dialing 

1. From the web configuration menu, click 'Connection Profiles'. 

2. Click the 'Edit' button next to the profile you want to configure. 

3. Click 'Connection' on the menu bar. You will see the following page: 



Connection profiles 



Prom I Connection I IP I RIP I authentication I Callback I FINISH 

Telephone number 1 : | 



Telephone number 2 : [~~ 
Backup telephone number 1 : 
Backup telephone number 2 : [~~ 



ISDN call tvae : | Normal 
Compression? r 
Manual dialing only? □ ^ 



Idle timer : |120 seconds 
Max retries : [To 



[30~ 



'Manual Dialing 
Only' option 



4. Check the 'Manual dialing only' box. 

5. Click 'Finish', then 'Save', then 'Reset'. 
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Custom Security Features 



By using IP filters you can create your own custom security solutions. For example, you can: 

• limit local access to the Diva LAN ISDN Modem for certain computers 

• accept incoming traffic only from certain remote users or networks 

• drop incoming or outgoing nuisance traffic 

For more information, see IP Filters on page 155. 
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Overview 



This chapter describes advanced settings and provides background information on advanced 
configuration issues such as connection retries, IP filtering, and IP routing. 
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Connection Retries 



The connection retry parameter controls how many times the Diva LAN ISDN Modem 
attempts to establish a connection using a specific profile. If the profile cannot be connected 
using either its primary telephone number or backup telephone number, it is disabled. 

Once a profile has been disabled, it must be re-enabled before it can be used again. There are 
three ways to re-enable a profile: 

• Manually dial the profile (see Dialing Out on page 45). 

• Reset the Diva LAN ISDN Modem (see Resetting the Device on page 50). 

• Set the profile to be re-enabled automatically by defining a value for the 'Profile restore delay' 
parameter (see Defining a Profile Restore Delay on page 134). 

Defining Retry Settings 

1, From the web configuration menu, click 'Connection Profiles', then click 'Edit' for the 
profile you want to configure. 

2. Click 'Connection' on the menu bar. You will see the following page. 



Connection profiles 



Connection iKiKimeTeis 



Profile | Connection IP I HIP authentication | Callback I FINISH 

Telephone number 1 : 
Telephone number 2 : 



Backup telephone number 1 : | 
Backup telephone number 2 : | 



SDN call type : | Normal 
Compression? I"~ 

Manual dialing only? |J 

Idle timer : [TeO seconds 

Max retries : [To 

Retr/ delay : [30 second 



'Max Retry' and 
'Retry Delay' settings 



3. Set 'Max retries' to the number of times you want to dial when trying to connect. Dialing 
attempts alternate between Telephone number 1/2 and Backup Telephone number 1/2. 

4. Set 'Retry delay' to the number of seconds the Diva LAN ISDN Modem should pause 
between dialing attempts. 

5. Click 'Finish', 'Save', then 'Reset'. 

Defining a Profile Restore Delay 

1. From the web configuration menu, click 'Connection Profiles', then click 'Edit' for the 
profile you want to configure. You will see the following page. 



Connection profiles 



Profile | Connection I IP I RIP I Authentication | Callback I FINISH 

Profile name : [iSP 
Enable profile? W 

■ 



MLPPP+ BACP (2nd channel as neeclei 



jj t | | More... ] 



i o profile : | None 
Profile restore delay : fo 



seconds 



Eiafljg I Connection I IP I RIP I Authentication I Callback I FINISH 



□ 



'Profile restore delay' 
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2. Set 'Profile restore delay'. This value must be greater than 0 if you want to use a backup 
profile. 

3. Click 'Finish', 'Save', then 'Reset'. 
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Creating a Virtual Private Network 



A virtual private network (VPN) is an interconnection between two networks that uses the 
PPTP (point-to-point tunneling protocol) over the Internet. By using the Internet to transport 
data, a VPN can eliminate long distance charges associated with traditional dial-up solutions. 
Since PPTP provides a secure connection, network security is not compromised. 



,.rt\aiUi les > use network 






ISDN Line ^ 









DIVA LAN ISDN Modem 




Corporate Network 



Pre-requisites 

VPN adapter software must be present on each system that makes a VPN connection. 

If you are using Windows 95, Dial-Up Networking 1.3 (available from Microsoft's web site at 
http://www.microsoft.com) is required to create a VPN. Do not install DUN 1.3 on 
Windows 98, as a VPN adapter is included with these operating systems. However, the VPN 
adapter may not have been installed when Windows 98 was first installed on your system. See 
Installing the VPN Adapter in Windows 95 and Windows 98 on page 140 for more 
information. Windows 2000 includes a VPN Adapter. 

If you are using an operating system other than Windows, you must acquire and install 
third-party VPN adapter software. 



Before Starting 

Before starting, create a connection to the Internet as described in Setup on page 15. Make sure 
your Internet access is working properly by visiting a web site such as http://www.eicon.com/. 
Also, contact your network administrator and obtain the IP address or host name of the VPN 
server as well as the user name and password for each user that will be connected to the VPN. 

The procedure for adding a VPN adapter in Windows 2000 is different from that of 
Windows 95 and Windows 98. 

• Creating a VPN with Windows 95 or Windows 98 137 

• Creating a VPN with Windows 2000 138 

• Connecting to the VPN 140 

• Installing the VPN Adapter in Windows 95 and Windows 98 140 
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Creating a VPN with Windows 95 or Windows 98 

1. Create a new connection. To do this, double-click 'My Computer', double-click 'Dial-Up 
Networking', then double-click 'Make New Connection'. You will see the following dialog. 




Type a name for the computer you are dialing: 



Select adevbe: 

| Microsoft VPN Adapter 



| Ne: 



2. Enter a name for your connection. 

3. Select 'Microsoft VPN Adapter' as the device. 

Note: If you do not see 'Microsoft VPN Adapter' as an option, make sure the VPN adapter is 
installed on your system. See Installing the VPN Adapter in Windows 95 and Windows 98 on 

page 140 for more information. 

4. Click 'Next'. You will see the following dialog box. Enter the IP address or host name of the 
VPN server. 




Type the name or atidress of the VPN server: 
Most name or IP Adores;:: 



■ 192.192.192.1 



< Back Nent> 



5. Click 'Next'. You will see the following dialog box. 




You have successfully created a new Dral-Up Networking 
connection called: 



Click Finish to save it in your DiakUp Networking folder. 
Double-click it jo connect 



To edit this connection later, click it, click the File menu 
and then click Properties. 



i. Back Finish 



6. Click 'Finish' to create the new connection. 
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Creating a VPN with Windows 2000 

1. Click 'Start', point to 'Settings', 'Network and Dial-up Connections', and then double-click 
'Make New Connection'. 



Network Connection Wizard 



Welcome to the Network 
Connection Wizard 

Using this wizard you can create a conneclion to other 
computers and networks, enabling applications such as 
e-mail, Web browsing, file sharing, and printing. 




2. The Network Connection Wizard opens. Click 'Next'. 

3. Select 'Connect to a private network through the Internet' as your 'Network Connection' 
type and click 'Next'. 



Network Connection Wizard 



Network Connection Type 

You can choose the type □! network connection you want to create, based or; 
your network conliguration and your networking needs. 




i Dial-up to private network 

Connect using my phone line (modem or ISDN]. 

f Dial-up to the Internet 

Connect to the internet using my phone line [modern or ISDN]. 

CulilietJ a U'l**'* IMftw-.uk lliiuuuji liil-rin-rl 

Create a Virtual Private Network (VPN| connection or 'tunnel' through the Internet. 



I incoming connections 

:r computers connect to mine by phone line, the Internet, oi direct cable. 



4. Select 'Do not dial the initial connection', then click 'Next' 



w 



Network Connection Wizard 



Public Network 

Windows can make sure 'hie public network is connected first. 



Windows can automatically dial tine initial connection to the Internet or other public 
network, before establishing the virtual connection. 



Do not dial the initial i 
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5. Enter the host name or IP address of the VPN Server, and then click 'Next'. 



Network Connection Wizard 




6. The Connection Availability screen opens. Select 'Only for myself and click 'Next'. 



Network Connection Wizard 



Connection Availability 

You may make the new connection available to all users, or just yourself 




make this connection available to all users, or keep it only for your own use. A 
stored in your profile will no! be available unless you are logged on. 






Note: Once a VPN connection profile is created, you may copy and paste the profile in the 'Network 
and Dial-up Connections' folder. You can then rename and modify the VPN connections. 
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Connecting to the VPN 

1. To connect to the VPN, launch the connection you just created with Dial-Up Networking. 
You will see the following dialog box. 




2. Enter your user name and password, then click 'Connect' . The Diva LAN ISDN Modem will 
automatically establish the link to the Internet and you will see the following dialog box, 
showing the details of your connection. 




The bps value reported by this dialog box is your LAN Ethernet speed. Your actual connection 
speed will be either 64 bps or 128 kbps depending on how many B-channels you are using. 

Note: The idle timer on the Diva LAN ISDN Modem cannot be used to manage VPN connections. 
Therefore, if your VPN connection remains idle for long periods of time, the link will not be 
disconnected unless you manually disconnect. 

Installing the VPN Adapter in Windows 95 and Windows 98 

For the VPN Adapter to be available for Dial-up Networking, the VPN Adapter must be 
installed in the Network Control Panel. The installation procedure depends on your operating 
system. To see if you already have VPN installed, click 'Start', 'Settings', 'Control Panel', then 
double-click 'Network'. The entry 'Microsoft Virtual Private Networking Adapter' should be 
among the list of components installed. If not, follow one of the procedures below. 

Note: The Windows 95 CD-ROM does not include a VPN Adapter. You must download Dial-Up 
Networking 1.3 from Microsoft's web site at http://www.microsoft.com, then you must install the VPN 
Adapter as described below. The Windows 98 CD-ROM includes a VPN Adapter. Do not install Dial-Up 
Networking 1.3 in Windows 98. 

1. Click 'Start', 'Settings', 'Control Panel', then double-click 'Network'. 

2. Click 'Add', select 'Adapter', then click 'Add'. 

3. From the 'Manufacturers' list, select 'Microsoft'. From the 'Network Adapters' list, select 
'Microsoft Virtual Private Networking Adapter'. 

4. Click 'OK', then 'OK'. You may be asked to insert your Windows CD-ROM. 

5. You must restart your computer once installation is complete. 
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Setting up a Corporate Profile 



This option enables you to connect one or more computers to your corporate LAN for intranet 
web browsing, e-mail, and file transfer. Generally, this type of connection takes place via a 
direct, dial-up ISDN link with the corporate LAN. For example: 



^aU, files, use network 



'*o, 








ISDN Line N. / 






\\\ S/ 



DIVA LAN ISDN Modem 



Corporate Network 



Note: The Diva LAN ISDN Modem cannot be used on both sides when connecting to a corporate network. 
The corporate network must have its own gateway. 



Step 1 : Gather information 

Contact your corporate network administrator and record the following information: 



ISDN number(s) of 


This is the phone number the Diva LAN ISDN Modem will dial 


corporate network 


to access the corporate network. 




A backup number may also exist in case the primary number is 




busy or unavailable. 


User name 


Name the Diva LAN ISDN Modem will use to log on to the 




corporate network. If your corporate network is an NT network, 




you may need to specify a domain name and user name pair. For 




example: HEADOFFICE\bob. 


Password 


Password the Diva LAN ISDN Modem will use to log on to the 




corporate network. 


Domain name of the 


This is the domain name that identifies the network. For example: 


corporate network 


eicon.com 


Primary and Secondary 


To reach other computers on the corporate network you need to 


DNS server addressses 


use the network's DNS servers. 


IP address and Subnet 


This is only required if you intend to connect to the Internet at the 


mask of corporate network 


same time as your corporate network. 


Static IP address 


On some corporate networks, the network administrator will 


Subnet mask 


assign a static IP address and subnet mask to the Diva LAN ISDN 




Modem. If not, the Diva LAN ISDN Modem will negotiate its 




own address and subnet mask when it connects to the network. 



Note : Addresses are written as four numbers separated by periods. Each number can range from 0 to 255. 
For example: 213.132.21.1 
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Step 2: Configure the Corporate profile 

Use the Corporate profile to define the configurations settings for the connection to your 
corporate network. 

1. Start the web-based configuration interface and log in. 

2. Click 'Connection profiles'. 



Connection profiles 



Select h.i connection |>i of ile to edit. 





Profile 


State 






I 


ISP 


Enabled 


Edit 




Dial 




2 


CORPORATE 


Enabled 


Edit | 


Dial | 



Configuration changes you Save when editing a 
|>iofile aie only activated aftei you click Reset. 



Note: If this is the first time you are using the web-based configuration interface, the 'Connection 
profiles' option will not be available. This link is only active once you have completed the Internet Wizard. 
At this point, you should run the Internet Wizard as described and enter dummy values in all fields. 
Once the Diva LAN ISDN Modem resets you will be able to access the Connection profiles option. 

3. Click 'Edit' for the CORPORATE profile. 



{connection profiles 


n 




Piofile 




Profile I Connection I IP I RIP I Authentication I Callback I FINISH 

Profile name: (mRPDRATF 
Enable profile? P7 




Protocol: I PPP (only 1 channel) H 


More... | 


Backup profile: | None 
Profile restore delav: |0 


d 

seconds 




Profile I Connection I IP I RIP I Authentication I Callback I FINISH 



4. Select a protocol for the connection to the corporate network. See Selecting a Connection 
Protocol on page 65 for information on available protocols. 

5. Click 'Connection' on the menu bar. 





1 Connection profiles B 1 




Connection |>,n,imeters 


Piofile 1 Connection 1 IP 1 RIP 1 Authentication 1 Callback 1 FINISH 


Telephone number 1 : 


I I 


Telephone number 2: 


I I 


Backup telephone number 1 : | 


Backup telephone number 2: 


ISDN call type: 


| Normal 


Compression? 


r 


Manual dial™ only? 


r 


Idle timer: 


|1 20 | seconds 


Max retries: 




Retry delay: 


|30 | seconds 


Piofile I Connection I IP I RIP I Authentication I Callback I FINISH 
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6. Set the following parameters: 

• Telephone number 1: Specify the ISDN phone number of the corporate network. 

• Backup telephone number 1 : Specify the backup number to dial when Telephone number 
1 is busy or not available. If the corporate network does not have a backup number, leave 
this field blank. 

7. Click 'IP' on the menu bar. 



Connection Profiles 



□ 



IP options 

Fiofile | Connection I IE I RiE I Authentication | Callback | FINISH 

Select profile mode: 



Primary DNS address : 
Secondary DNS address : 
Domain name : 
IP address : 
Subnet mask : 
Remote IP address: 



NAT (Network Addess Translation) 



0.0.0.0 



0.0.0.0 



0.0.0.0 



0.0.0.0 



Piofile | Co n ne clio n I IP I RIP I Authentic, Hi on | Callback | FINISH 



8. Set the following parameters: 

• Select profile mode: Leave this set to NAT unless you have a specific requirement not 
too. For more information on NAT, see Network Address Translation (NAT) on 
page 116. 

• Primary/Secondary DNS address: Specify the addresses of the primary/secondary DNS 
servers on the corporate network. If you leave these addresses set to 0.0.0.0, the Diva LAN 
ISDN Modem will attempt to retrieve the DNS addresses for you when it connects to the 
corporate LAN (if supported by the corporate LAN). 

• Domain name: Specify the DNS name of the corporate network. For example: eicon.com. 

• IP address: On some corporate networks, the network administrator will assign a static 
IP address to the Diva LAN ISDN Modem. If this is your case, enter the static IP address 
here. Leave this set to 0.0.0.0 if you want the Diva LAN ISDN Modem to negotiate its 
own address when it connects to the network. 

• Subnet mask: Specify the subnet mask associated with the IP address. 

• Remote IP address : In some instances, you need to specify the IP address of the corporate 
network. 

9. Click 'Authentication' on the menu bar. 



Connection profiles 



□ 



Authentication parameters 

Fiofile | Connection I IP I RJP | Authentication | Callback | FINISH 

Local username : |l 23 ~~ ~ ~~ ~~ 



Local password : |*** 
Always use encrypted password? P 
Always authenticate remote? P 
Remote username : | 
Remote password : |~ 



Fiofile | Connection I IF I RIP I Authentication | Callback | FINISH 
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10. Set the following parameters: 

• Local username: Specify the name the Diva LAN ISDN Modem will use to log on to the 
corporate network. If your corporate network is an NT network, you may need to specify 
a domain name and user name pair. For example: HEADOFFICE\bob. 

• Local password: Specify the password the Diva LAN ISDN Modem will use to log on 
to the corporate network. 

• Always use encrypted password: If your corporate network requires encrypted 
passwords (CHAP or MS-CHAP), enable this option. 

11. Click 'Finish', then 'Save'. 

Step 3: Configuring Routes (if required) 

1. Click 'Manual Config' on the menu bar. 

2. Click 'IP'. 

3. Click 'Routes'. The Diva LAN ISDN Modem displays the Routes page. Edit the fields (if 
required) so that they are set as follows: 
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4. Click 'Save', then 'Reset'. 

Your corporate connection is now ready to use. You should be able to send and receive e-mail, 
share files, or browse any intranet web pages. 

Using the corporate connection 

The Diva LAN ISDN Modem automatically dials out and establishes the ISDN link to your 
corporate network as required. You simply launch the applications you use to do your work, 
such as a web browser or e-mail program, and you are automatically connected. 

You can also establish your connections manually, dialing and hanging up connections as you 
see fit. See Dialing Out on page 45 for details. 

How long will the line stay connected? 

By default, the Diva LAN ISDN Modem will stay connected until the line has been idle for two 
minutes. To adjust this setting, see Cost Control on page 68. 
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Support for Microsoft Network Neighborhood 

If you are connecting to an Microsoft NT network, see Spoofing NetBIOS services on page 74 
for information on supporting Network Neighborhood functions. 

NetBIOS name resolution 

If you use Microsoft networking, then you will need to be able to resolve NetBIOS names to IP 
addresses. If you allow the Microsoft WINS client to use DNS as a method of resolving names 
(Windows NT), then it could result in per sistent ISDN calls being generated. In general, it is 
recommended that you make entries in the LMHOSTS file of each computer connected to the 
Diva LAN ISDN Modem to resolve NetBIOS names. Consult the Microsoft documentation for 
your operating system for more information on how to do this. 

Timeouts 

To save communications charges, the Diva LAN ISDN Modem will drop the ISDN line when it 
is idle. Although this may not cause problems for most applications, it can cause difficulties for 
the corporate server you are connected to. 

If the server implements TCP keep alives, then the server will hang up your TCP/IP session if 
the ISDN line is down when the keep alives are sent. Thus, when the Diva LAN ISDN Modem 
reconnects (i.e., the client sends more data), the session will have been aborted. 

Dynamic IP addressing 

If the corporate network uses dynamic IP address assignment, it is possible that each time the 
Diva LAN ISDN Modem connects it will be given a different IP address. This can cause 
problems for some session-based applications when the Diva LAN ISDN Modem drops the 
ISDN link due to inactivity. When the link is re-established, the server has given the Diva LAN 
ISDN Modem a new IP address. When the application attempts to continue using the previous 
session, it is refused because of the address change. 

Although applications may not themselves timeout when the Diva LAN ISDN Modem drops 
the line due to inactivity, the IP stack on the corporate server you are connected to may. 
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Concurrent Internet and Intranet connections 



The Diva LAN ISDN Modem can support both an Internet connection and an intranet 
connection to your corporate network. This section explains how to install and configure such a 
setup. 

Selecting a connections protocol 

One of the primary considerations is choice of connection protocol. If you want to have both 
connections active at the same time, you must assign PPP to each connection. The reason for 
this is that any MLPPP-related protocol reserves both ISDN channels for its exclusive use, even 
if they are not active. Therefore, the only way to share the two ISDN channels between two data 
connections is to use PPP for each. 

Defining routes 

If you have two active connections, it is important to define routes so that the Diva LAN ISDN 
Modem can send data to the proper connection. In most cases, you will want to send certain 
specific traffic to your corporate network, and route all other traffic to the Internet. 

For a complete discussion of routing issues, see IP Routes on page 147. 

Installation and configuration procedure 

1. Use the Internet Wizard to define your Internet connection. 

2. The Internet wizard will automatically add a default route to the routing table. The default 
route is defined as 0.0.0.0 with a mask of 0. This is a catch-all route. Any traffic which does 
not match any other route, will match the default route, and thus be sent to the Internet. 

3. Next, create a connection to your corporate network as described in Setting up a Corporate 
Profile on page 141 

• Choose PPP as the connection protocol. 

• When you reach the routing table, you should configure it as outlined in the section 
Multiple connections on page 150. 

4. You should now be able to use both connections. 
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IP Routes 



This section provides background information on why IP routes are needed and explains how to 
define them. However, before you can understand routing, you must be familiar with IP 
addressing and how the Diva LAN ISDN Modem assigns them. 

About IP addresses 

IP addresses identify the computers (and other devices) on an IP network. Each address is 
composed of 32 bits. To make things easier to understand, addresses are written out as four 
decimal numbers separated by dots. The numbers can range in value from 0 to 255. For 
example: 192.168.1.1 or 222.182.22.39 

Using masks 

IP addresses are composed of two parts: the network address and the host address. A host is any 
computer (or other device) on a network that is capable of transmitting or receiving data. To 
determine which portion of the address identifies the network and which portion identifies a 
host, a mask is used. 

Masks are specified in bits. A logical bitwise AND operation is performed between the address 
and the mask to extract the network address. To simplify, consider that each of the four decimal 
numbers that make up an address is represented by 8 bits. This leads to the following network 
addresses and their corresponding masks: 



Mask 


Mask 


Source 


Extracted 


(# of bits) 


(in decimal) 


IP address 




8 


255.0.0.0 


222.182.22.39 


222.0.0.0 


16 


255.255.0.0 


222.182.22.39 


222.182.0.0 


24 


255.255.255.0 


222.182.22.39 


222.182.22.0 


32 


255.255.255.255 


222.182.22.39 


222.182.22.39 



This table also illustrates how the mask is used to extract the network address for a given source 
address. Note that when the mask is 32 bits, the extracted address is identical to the source 
address, and refers to a single host computer rather than a network. 

Static vs. dynamic addresses 

IP addresses can be either dynamic or static. Static addresses are fixed, and must be changed 
manually. They are used by computers that are permanently connected to the Internet (a web 
server, for example), and sometimes by computers on a LAN. 

Dynamic addresses can change. They are assigned using a special protocol such as DHCP or 
PPP (IPCP). For example, when connecting to the Internet, the IP address assigned to the Diva 
LAN ISDN Modem by your ISP is usually dynamic, assigned by PPP (IPCP). It changes each 
time the Diva LAN ISDN Modem connects. 
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The Diva LAN ISDN Modem and IP addresses 

The Diva LAN ISDN Modem can have up to three IP addresses assigned to it. One address in 
used on its internal LAN. The other two are used to communicate externally with remote sites. 



Internal LAN By default, the Diva LAN ISDN Modem is configured to act as a DHCP 
addresses server. This means it is responsible for assigning an IP address to the 

computer connected to it. To receive an address, your computer must be 
configured to obtain their IP addresses automatically from a DHCP 
server (see Advanced Topics on page 132). 



External addresses When the Diva LAN ISDN Modem establishes a connection to a remote 
site, it needs to be identified with an IP address. This address is 
associated with the profile making the connection. Since, two profiles are 
supported, two IP addresses are required. 

Generally, these external addresses are dynamic, and are automatically 
negotiated when the Diva LAN ISDN Modem connects with the remote 
site. For example, when establishing a link with an ISP, the ISP generally 
assigns an IP address to the Diva LAN ISDN Modem. This address will 
change each time the Diva LAN ISDN Modem reconnects. 



Scenario 1: Diva LAN ISDN Modem Connected Directly to a Computer 




In this example, the address 222.182.22.39 is assigned to the Diva LAN ISDN Modem. The 
address is associated with the ISP profile, since this is the profile that was used to establish the 
connection. The computer connected to the Diva LAN ISDN Modem is assigned the local 
address of 192.168.1.2 and gains Internet access through the Diva LAN ISDN Modem. 
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Scenario 2: Diva LAN ISDN Modem with Static Addresses 

In some cases, you may be required to assign a static IP address to a profile. This may occur 
when connecting to a corporate network. For example: 




Corporate profile 

Permanent address assigned by 
corporate network administrator 



201.163.1.1 Corporate 

Permanent address \\ II Server 



Corporate 
Network 



The above example shows three addresses assigned to the Diva LAN ISDN Modem: one for the 
internal LAN, one for an Internet connection, and one for a connection to a corporate network. 



Why routes are needed 

Data on an IP network is carried in small packages called datagrams. Each datagram contains 
the IP address of its source and destination. In order to send datagrams to their proper 
destination, the Diva LAN ISDN Modem requires a list of destinations and the addresses that 
are associated with it. This information is stored in a route. Since more than one route is 
generally required, they are grouped together in a routing table. Each time the Diva LAN ISDN 
Modem sends or receives a datagram, it consults the routing table to determine the target 
destination for the datagram. 
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Single connection 

Consider the following scenario: 




Routes 

Route 1 =0.0.0.0 with a mask ofO. Assigned to Internet connection. 



Since there is only one destination for outgoing data (the Internet), only one route is required. 
This route needs to match all addresses. The special address 0.0.0.0 does this. The same would 
be true for a Corporate connection. If you want to route all data to the corporate network, 
specify a single route using the special address 0.0.0.0. 

There can be only one default route on the Diva LAN ISDN Modem. The default route always 
uses the special address 0.0.0.0. 

Multiple connections 

Consider the following scenario, which features an Internet and Corporate connection, each 
using one B-channel (PPP): 




Address negotiated with corporate 
network or could be permanently 
assigned by the corporate 
administrator. 



Corporate profile 



Routes 

Route 1 = 0.0.0.0 with a mask of 0. Assigned to Internet connection. 

Route 2 = 215. 199.99.0 with a mask of 24. Assigned to Corporate connection. 

Route 3 = 201. 163.0.0 with a mask of 16. Assigned to Corporate connection. 




201.163.10.1 215.199.99.1 

Permanent address Permanent address 
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This scenario requires three routes: 

Route 3 is used to route traffic to the Corporate network (201.163.0.0). It is assigned to the 
Corporate connection. 

Notice that two subnetworks are directly connected to the Corporate network. Since one of 
these subnetworks has the same network address (201.163), traffic addressed to users on this 
subnet will be properly routed. 

Route 2 is required to send traffic to the second subnet (215.199.99.1). It is assigned to the 
Corporate connection. 

Route 1 is the default route. It is assigned to the Internet connection. It matches any address. 
Therefore, any traffic that is not routed by Route 2 or 3 is routed by Route 1 to the Internet. 
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Routing on the local LAN 

The Diva LAN ISDN Modem lets you create your own local area network in conjunction with a 
hub. In some instances, this network, or the Diva LAN ISDN Modem itself, will be connected 
to another network via a bridge or router. Consider this scenario, which adds another LAN to 
the previously discussed example: 



150.150.5.2 150.150.5.3 150.150.5.4 




Address negotiated with corporate 
network or could be permanently 
assigned by the corporate 
administrator. 



Corporate profile 




201.163.10.1 215.199.99.1 

Permanent address Permanent address 



Routes 

Route 1 = 0.0.0.0 with a mask of 0. Assigned to Internet connection. 

Route 2 = 215. 199.99.0 with a mask of 24. Assigned to Corporate connection. 

Route 3 = 201. 163.0.0 with a mask of 16. Assigned to Corporate connection. 

Route 4 = 150. 150.0.0 with a mask of 16. Assigned to the LAN interface. Gateway address is 192. 168. 1.5 



Assuming that RIP (discussed in the next section), is not being used on the LAN, this scenario 
requires an additional route. 

Route 4 is used to route traffic to the new LAN connected to the computer with address 
192.168.1.5. This route is assigned to the LAN interface, which means that instead of traffic 
being sent onto the ISDN link, it is forwarded onto the LAN. The LAN address of the 
destination is required, because unlike the ISDN link, where only one device exists at the other 
end of the connection, more than one device is connected to the LAN. So, the gateway address 
for this route is 192.168.1.5, which is the computer that provides access to the destination LAN. 
Of course, this computer must be properly configured to forward the datagrams it receives onto 
the other LAN. 
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The Routing Information Protocol (RIP) 

RIP permits the Diva LAN ISDN Modem to automatically discover routes for itself, by 
listening to routing broadcasts from other networks. If your corporate LAN broadcasts RIP 
updates, the Diva LAN ISDN Modem will be able to discover routes to all subnets connected to 
it. For example, if a subnet does not have the same network address as your corporate network 
(as above), you need to create a specific route to support it. However, since RIP is enabled by 
default, all you need to do is specify a single route to the corporate network. The Diva LAN 
ISDN Modem will listen for RIP broadcasts and define the needed routes. 

Defining routes for the Diva LAN ISDN Modem 

You always need to have at least one route. When you use the Internet Wizard, the default route 
(0.0.0.0) is automatically created for you. 

In some cases, it may be necessary to manually add a route, even though RIP is enabled. To edit 
the routing table, do the following: 

1. Start the Web configuration interface and log in. 

2. Click 'Manual Configuration'. 

3. Click TP'. 
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Click 'Routes' to display the following page. If you previously ran the Internet Wizard, the 
routing table should have at least one entry in it, the default route 0.0.0.0. 

Note: Only one default route can be defined for the Diva LAN ISDN Modem, and its network address 
is always 0.0.0.0. Since the Internet Wizard automatically creates a default route for the ISP profile, 
you must delete this route if you want to use a default route with the Corporate profile. 
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You may entera maximum of 50 routes. 

If all the above entries are full, click Save and more entries will appear. 



Cancel 



Reset Form 



Back 



Next 



Save 



Use the explanations below to guide you in defining more routes. 

• Network address: Specifies the IP address of datagrams that should be routed. The 
address you set here is compared against the destination address in all datagrams that pass 
through the Diva LAN ISDN Modem. If a match is found, the datagram is routed to the 
profile specified under Interface. 

• Mask: Lets you specify the number of bits that are checked when the Diva LAN ISDN 
Modem compares the address of a datagram to that specified by the Network Address 
parameter. See About IP addresses on page 147 for more information. 

• Gateway address: Not used on the Diva LAN ISDN Modem. 

• Interface: Choose the name of the profile you want to send the routed data to. The profile 
you choose should establish a connection to the proper destination so that routing is 
successful. 

• Metric: Metric determines the weight of a route. If two identical routes exist, then the 
Diva LAN ISDN Modem uses the route with the lower metric. 
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IP Filters 



IP filtering provides you with the means to implement customized security, usage, and cost 
control measures. 

• How Filtering Works 155 

• Default filters 156 

• Defining a Filter 156 

• IP filtering examples 159 



How Filtering Works 

Filters are defined in a stack. Up to 8 filters can be combined together to obtain sophisticated 
results. Data cascades through the filter stack as follows: 



Input to filter stack 



! 



Are any filters No Bypass filter stack 
active? 



Yes 

Send all data into filter stack 



Filter #1 



Apply filter 
conditions 



Data that matches 



Action 



Data that does 
not match 



Forward 



Drop 



Filter #2 



Apply filter 
conditions 



Data that matches 



Action 



Data that does 
not match 



Forward 



Drop 



Filter #8 



Apply filter 


Data that matches 
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Data that does 
not match 



Action 


Forward 
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Drop 
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| Discard 





Output from filter stack 

Each profile has its own filter stack. However, note that once any filter is activated, all 
incoming and outgoing data passes through the filter stack. By default, the Diva LAN ISDN 
Modem defines three filters. This means, unless you turn these filters off, all incoming and 
outgoing data passes through the filter stack. 
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Default filters 

By default, the Diva LAN ISDN Modem defines three editable filters for the ISP profile, plus a 
fourth filter that connot be edited: 

• Drop incoming datagrams being sent from anywhere that contain the Web (HTTP) protocol 

• Drop incoming datagrams being sent from anywhere that contain the Telnet protocol 

• Forward all datagrams being sent from anywhere that contain any protocol 

• Drop all datagrams being sent from anywhere that contain any protocol 

The first two filters prevent outside access to the web-based configuration interface by 
discarding incoming HTTP and Telnet traffic. When you enable remote management, these 
filters are deleted. 

The last filter is required because, by default, any traffic that is not forwarded is discarded when 
it reaches the bottom of the stack. This filter must be set to operate on all traffic (incoming and 
outgoing) because, once a filter is activated, all traffic passes through the filter stack. 

What is a datagram? Data on an IP network is carried in small packages called datagrams. 
Along with the data it is carrying, each datagram contains the IP address of its source and 
destination. 

Defining a Filter 

Filters become active immediately after they are defined. You do not have to reset the Diva 
LAN ISDN Modem to activate them. If you are defining a filter that affects your connection to 
the Diva LAN ISDN Modem, you will lose contact immediately after saving. 

1. Start the web configuration interface and log in. 

2. Click 'Manual Configuration' then 'IP'. 

3. Click 'Filters' to display the following page. (If you enabled remote management you will 
not see the first two filters.) 



IP parameters : Filters B 
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4. Click a '+' symbol to insert a new filter. The 'Edit Filters' page is shown. 



IP parameters : Edit Filters 



Edit IP filters foi profile ISP 

| Drop ~z\\a\\ 3 datagrams being sent |frorn j^J | anywhere 3 
i that contain [any 



T I protocol 



Reset Form | 



Done 



Operation on this filter 



Select the operation to perform on this filtei and click Do it! 



| No operation 



~3 



Do it! 



5. Define the settings for the filter and click 'Done'. For explanation of the available options, 
see 'Edit Filters' Page Options (below). 



Action Direction 



Source /Destination 

Location 



Edit IP filters foi profile ISP 

| Drop' j]l incoming datagrams fjeni£ sent |from jj |the network: j] 



Reset Fc 


rrn | 


Done | 









Address 



Protocol 



6. Activate the filter by clicking the box that appears to the right of the 'Edit' button. 

7. Click 'Save'. This makes the filter operational. 

Note: Unlike other configurations settings, you do not have to reset the Diva LAN ISDN Modem to 
make filters operational. 



'Edit Filters' Page Options 
Action: 

• 'Drop': Discard data that matches the filter definition. 

• 'Forward': Send data that matches the filter definition to the filter output. 

Direction: 

• 'incoming': Data being received by the Diva LAN ISDN Modem on the ISDN link. 

• 'outgoing' : Data being sent by the Diva LAN ISDN Modem on the ISDN link. 

• 'all': Both incoming and outgoing. 

Source / Destination: 

• 'from': Examine the source IP address of the datagram. 

• 'to': Examine the destination IP address of the datagram. 

Location: 

• 'the Ethernet LAN': Sets the filter to match datagrams with network addresses that are the 
same as that of the Diva LAN ISDN Modem. By default, this is 192.168.1.0. A mask of 
255.255.255.0 is used to extract the network address. 
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• 'the network': Sets the filter to match datagrams with network addresses that are the same as 
that the one you specify. Choosing this option requires that you supply the IP address of a 
class C network in the next box. The filter uses a mask of 255.255.255.0 to extract the network 
address (class C network mask). 

• 'host': Sets the filter to match datagrams with IP addresses that are the same as the one you 
specify. Choosing this option requires that you supply the IP address of the host computer in 
the next box. The filter uses a mask of 255.255.255.255. 

• 'anywhere': Sets the filter to ignore the source and destination address in the datagram. 

Address: 

• 'Address': Only applies if you select the network or the host for location. 
Protocol: 

IP datagrams can carry a wide variety of protocol traffic. The Diva LAN ISDN Modem lets you 
filter the many of the most popular protocols. The following descriptions explain some of the 
options that are available. 

• 'any': Applies the filter to any datagram. 

• 'any well known': Applies the filter to any protocol using TCP or UDP ports in the range 0 
to 1023. See RFC 1700 for the complete list of protocols. 

• 'UNIX': Applies the filter to any protocol using TCP or UDP ports in the range 5 12 to 1023. 
See RFC 1700 for the complete list of protocols. 

• 'TCP': Many protocols (such as HTTP, FTP, Telnet, News) make use of TCP. If you filter all 
TCP traffic you will prevent the use of these protocols. Note that access to the web 
configuration interface occurs via HTTP and access to the command line interface occurs via 
Telnet. 

• 'UDP': Many protocols (such as SNMP, Time, TFTP, BOOTP) make use of UDP. If you filter 
all UDP traffic, you will prevent the use of these protocols. 

• 'FTP': Applies the filter to all datagrams containing the file transfer protocol. 

• 'Web (HTTP)': If you filter all HTTP traffic, you may not be able to reach the web 
configuration interface. Filtering outgoing HTTP traffic can be used to prevent users from 
browsing on the Internet. 

• 'Mail (SMTP)': Applies the filter to all datagrams containing the mail (SMTP) protocol. 

• 'Mail (POP3)': Applies the filter to all datagrams containing the mail (POP3) protocol. 

• 'Telnet' : If you filter all Telnet traffic, you will not be able to reach the command line interface. 

• 'TFTP': The Diva LAN ISDN Modem can function as a TFTP server to support uploading 
and downloading of configuration files. If you filter TFTP traffic, you will not be able to use 
this feature. 

• 'DNS': Domain name system. Filtering DNS datagrams can cause disruptions in the ability 
to access remote sites. 

The following options are also available: NFS/RPC, News, Time (NTP), BOOTP, SNMP, 
ICMP, Ping (ICMP), Ping Reply, ICMP Redir. For a description of these protocols, consult the 
appropriate RFC at the site http://www.faqs.org/. 
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IP filtering examples 

The examples in this section illustrate how to use filters to: 

• Drop incoming traffic from a specific network 

• Allow incoming traffic only from a specific network 

• Block web surfing 



Note: These examples assume that you have not enabled remote management. If enabled, the default 
filter stack you see will only contain the single filter: 'Forward all datagrams being sent from anywhere 
that contain any protocol. ' If no filters are present, the only visible filter will be "Drop All". The "Forward 



Dropping incoming traffic from a specific network 

This example defines a filter to make sure that no traffic is accepted from a specific network. 
Assume the network has the IP address 213.112.12.0. Since the filter is applied against data 
from the Internet, it is defined for the ISP profile. Place this filter in the third position in the 
stack. 



Edit IP fillers foi profil 


: ISP 






| Drop | incoming 


z\ datagrams being sent | from ' | 


the network: 


H 


|21 3.112.12.0 


that contain | any 


protocol 





When done, the filter stack should look like this: 



IP parameters : Filters 




Drop all datagrams being sent from anywhere that contain s 
protocol. 



Cancel Reset Form 
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Allowing incoming traffic only from a specific network 

This example shows how to allow the Diva LAN ISDN Modem to only receive incoming data 
from a specific network (112.111.212.0) on the Internet. Data from all other networks is 
dropped. However, outgoing traffic is not affected. This requires defining two filters. Since 
these filters are applied against data from the Internet, they are defined for the ISP profile. 

• 1 st filter: Define the 1 st filter to forward only incoming traffic from 112.111.212.0. Place this 
filter in the third position in the stack. 





Forward j-J| incoming j] dntngiriiiis bemg. sent from 


the network: J 


|1 12.1 11. 21 2.0 that contain | any 


'| protocol. 



• 2nd filter: Define the 2nd filter to forward all outgoing traffic. The easiest way to do this is to 
edit the existing filter that is set to "Forward all datagrams being sent from anywhere that 
contain any protocol." Change it to "Forward outgoing datagrams being sent from anywhere 
that contain any protocol." 



| Forward | outgoing datagrams bemg sent |fron 


i anywhere 




i that contain | any 


T 1 protocol. 





When done, the filter stack should look like this: 



Edit filters for fisP 3 



-1 




1 
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Blocking web surfing 

This example shows how to block computers on the local LAN created by the Diva LAN ISDN 
Modem from surfing the web. Web traffic is carried by the HTTP protocol. Therefore, to stop 
web access, this protocol needs to be dropped for all outgoing traffic. 

A single filter needs to be defined. Place this filter in the third position in the stack. 



| Drop ~^~| | outgoing H datagrams liem£ sent from T | | the Ethernet LAN ^] 
f that contain | the Web (HTTPJ^J protocol 



When done, the filter stack should look like this: 



IP parameters : Filters 




Cancel Reset Form 
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V.120 Connection 



V. 120 was designed to allow non-ISDN devices to communicate with the ISDN network. The 
Diva LAN ISDN Modem provides support for V.120, so you can connect with such legacy 
systems. For example, in many countries around the world, Compuserve offers access to their 
network over ISDN, using the V. 120 protocol. 

In general, you should use V.120 only when the site you are connecting to requires it. Once the 
V.120 connection is active, the Diva LAN ISDN Modem automatically establishes a PPP 
connection on top of it. This is why you will see this option listed as 'PPP over V.120' on the 
configuration screens. 

To make a V.120 connection you must do two things: 

• Configure the V 120 protocol for the profile that will make the connection. 

• Define a V. 120 script to automatically log on to your ISP The Diva LAN ISDN Modem 
contains a pre-defined script that should work in the majority of cases. However, you may 
need to modify this script for your installation. 



Configuring the V.120 protocol 

1. From the main menu, click 'Manual Configuration', then 'V. 120'. You will see the following 
page: 



I V.120 parameters 


Mode: 


| Ivlulliframe 




MaMimum transmit frame size: 


Hi] 




Maximum receive frame size: 


|260 




Window size CKl: 


o 




Maximum Retry count: 


ID 




Retransmission timer iT2001: 


HO 




Link InteariW timer (T2D3Y. 


ro 




Idle timer: 


\\AAQ 







2. Define the V. 1 20 parameters to match the settings of the remote site you are going to connect 
to. For information on each parameter consult the online help by clicking the parameter name. 

3. Click 'Save'. 

4. On the web configuration menu, click 'Connection Profiles', then click 'Edit' for the profile 
that will make the VI 20 connection. 

5. Set the 'Protocol' to 'PPP over V.120'. 



Connection profiles 



□ 



Prgfjje | Connection I IE. I RIP | Authentication | Callback | FINISH 

Profile name : |TsP 



Enable profile? [7 
Protocol 



PPP over V.120 



E I Mo 



:p profile : |None 



Profile restore delay : [o~ 



Profile I Connection I IP I RIP I Authentication I Callback I FINISH 
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6. Click the 'More' button. You will see the V.120 Dialing Script page: 



Connection profiles: V.120 Dialing Script 



Command Value 
| Select a command T | | ~~ 



Add/Replace 



ng Script 



Delay 3 
Send ""Ivl" 

Wait tor "Login:\&Host Name 
Case 2 

Goto sendhost 

Send "cis" 

Send""lv1" 

Wait tor "Password'" 




This page contains a pre-defined script that you can modify for your installation. When the 
V. 1 20 connection is established, this script is automatically run to complete the log in process. 
Consult your ISP to determine the sequence of events that occur during the log in process. 
Then modify this script accordingly. The following commands are available: 

'Send': Sends the specified text to the remote. Enter up to 33 alphanumeric characters. 

'Send username': Sends the Local username (set on the Authentication page) to the 
remote. 

' Send password' : Sends the Local password (set on the Authentication page) to the remote. 

'Wait for': Pauses script execution until the specified text is sent by the remote system. 
Enter up to 33 alphanumeric characters. 

'Delay': Pauses script execution for the specified number of seconds. Range: 1 to 255 
seconds. 

'Timeout': If the next script event does not complete within the time specified, the script 
is aborted. Range: 1 to 255 seconds. 

'Abort': End the script. 

Click 'Save', 'Finish', then 'Reset'. 
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TFTP interface 



The TFTP interface lets you upload and download configuration files and firmware. 



Prerequisites 



General 


Requires TFTP client software. A shareware client is included on the Diva 




LAN ISDN Modem CD. 


Local access 


IP connection via an Ethernet port. 




Support for TFTP server must be enabled. 


Remote access 


IP connection via ISDN. 




Remote management must be enabled. 




Support for incoming data calls must be enabled. 




Support for TFTP server must be enabled. 



Enabling TFTP server support 

To enable TFTP support via the web interface: 

1. From the main menu, click 'Manual Configuration', then click TP', then 'General'. 

2. Select the 'TFTP server' check box. 





IP parameters : General 


Q 
















DNS relav: [7 
TFTP server: r 
NetBIOS IP services: |Nnnp 













3. Click 'Save', then 'Reset'. 

To enable TFTP support via the command line interface (CLI): 

Note: For more information on the CLI, see the Command Line Reference Guide, included on the Diva 
CD-ROM. 

1. Log into the CLI. 

2. Enter the following commands to enable TFTP server support (press Enter after each line): 

enable tftp server 
save 
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Uploading/downloading configuration files 

All configuration settings on the DIVA LAN ISDN Modem are stored in configuration files. 
Using TFTP, you can access these files to retrieve and set configuration values. 



Filp Namp 

i ii w i v a ill w 


Access 


Dp^cri ntion 


config.bat 


Write-only 


A file containing CLI commands. The commands in this file are 
automatically executed after being uploaded with TFTR 

Trace commands are not supported by this file. Use trace.bat instead. 


trace.bat 


Write-only 


Same as config.bat except that it supports trace commands. 


result.txt 


Read-only 


Contains the results of the last .bat file that was executed. 


config.all 


Read-only 


Contains the list of commands that define the current active 
configuration. 

Retrieve this file to view the entire configuration of the DIVA LAN ISDN 
Modem. 


config.bin 


Read/write 


Contains a binary image of the current active configuration. You can 
download this file to backup the current configuration. (Download as a 
binary file.) 


image. elm 


Read/write 


Contains the DIVA LAN ISDN Modem firmware. Write to this file to 
update the firmware. After writing is complete, a reset is automatically 
performed. 

Download this file to back up the firmware. (Download as a binary file.) 


system.log 


Read-only 


The system log contains a record of a variety of events (trace data, 



connected/disconnected messages, security-related messages, 
warning and errors messages) that have occurred on the DIVA LAN 
ISDN Modem. 

The log can contain over 15000 entries before it wraps around. 



Loading new firmware via TFTP 

To upload new firmware to the Diva LAN ISDN Modem, use your TFTP client software to 
transfer the firmware file. For example, under Windows NT, you would issue the following 
command: 

tftp -i 192.168.1.1 put NewImageFile image. elm 

Where: 

• 192.168.1.1 is the IP address of the Diva LAN ISDN Modem. 

• NewImageFile is the name of the new Diva LAN ISDN Modem firmware file. 

• image.elm is the target file name on the Diva LAN ISDN Modem (do not change it). 
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DTMF (Touch Telephone) Interface 



The Diva LAN ISDN Modem enables you to set certain parameters using a standard touch-tone 
telephone. 



Prerequisites 



General 


Touch-tone analog phone. 


Local access 


Phone must be plugged into phone port 2. 




ISDN line must not be connected. 


Remote access 


Not available. 



How it works 

Plug an analog phone into PHONE port 2 (make sure ISDN line is disconnected). 

• Each command starts and ends with a #. 

• A short beep indicates that the command you entered was accepted. 

• Continuous beeping indicates that the command you entered was rejected. Enter # to start a 
new command and end the beeping. 

Commands 

The following commands are available. 



Set primary ISDN 
telephone number 


#TN1 ISDN number # (#861ISDN number #) 
Example: #8614078# 


Set second ISDN 
telephone number 


#TN2 ISDN number # (#862 ISDN number #) 
Example: #8624079# 


Set ISDN switch type 


#STA# 
#STJ# 
#STE# 


(#782#) Australia 
(#785#) Japan 
(#783#) Euro-ISDN 


Save configuration and reset 


#SA# 


(#72#) 


Reset to factory defaults 


#RF# 


(#73#) 


Set LAN IP address 


#IPxxx*xxx*xxx*xxx# (#47 XXX * XXX * XXX * XXX # ) 
Example: #47192*168*4*1# . 


Set LAN IP subnet mask 


# S Mxxx * xxx * xxx * xxx# (#76 xxx * xxx * xxx * xxx # ) 
Example: #76255*255*255*0# . 
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Command Line Interface (CLI) 



The command line interface provides you with access to all Diva LAN ISDN Modem 
parameters. Some advanced parameters are only accessible via this interface. 

For information on accessing and using the command line interface, see the Command Line 
Reference Guide, included on the Diva CD-ROM. 
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Regulatory Information for Europe 



C€ 

EU Declaration of Conformity 

EN: Eicon Networks Corporation declares that this equipment is in compliance with the essential 

requirements and other relevant provisions of Directive 1 999/5/EC. 
DE: Eicon Networks Corporation erklart, daB diese Anlage den grundlegenden Anforderungen und 

anderen relevanten Bestimmungen der Direktive 1 999/5/EC entspricht. 
DK: Eicon Networks Corporation erklaerer, at dette udstyr er i overensstemmelse med vigtige krav og 

andre relevante provisioner i Direktiv 1 999/5/EC. 
ES: Eicon Networks Corporation declara que este equipo cumple con los requisitos esenciales y otras 

disposiciones pertinentes de la Directiva 1999/5/EC. 
FI: Eicon Networks Corporation takaa, etta tama laite on 1 999/5 /EC-direktiivin olennaisten 

vaatimusten ja muiden lausekkeiden mukainen. 
FR: Eicon Networks Corporation declare que cet equipement repond aux exigences essentielles et 

autres dispositions pertinentes de la directive 1999/5/EC. 
GR: H Eicon Networks Corporation 7tpoBmvei axirv avaKorvcocn oxi avxa xa unxavf|uaxa eypvv tic; 

BaaiKSc; (mrnxouuevec; ;tpo5iaypa(pe<; kcii wroKewxai aziq vnoXomsq cjxstiksc; 5uxxai;ei<; vr\c, 

05nynxiKii<; 1999/5/EC. 

IC: Eicon Networks Corporation lysir her med yfir ad J)etta taeki uppfyllir grunnkrofur og tengd 

akvaedi ESB tilskipunar nr. 1999/5/EC. 
IT: La Eicon Networks Corporation certifica che la presente apparecchiatura e conforme ai requisiti di 

legge stabiliti nella direttiva 1999/5/EC. 
NL: Eicon Networks Corporation verklaart, dat deze uitrusting in overeenstemming is met de 

essentiele vereisten en andere relevante bepalingen van Richtlijn 1999/5/EC. 
NO: Eicon Networks Corporation erklaerer herved at dette utstyret oppfyller de vesentligste krav og 

relevante bestemmelser i direktiv 1999/5/EF om radio- og teleterminalutstyr. 
PT: A Eicon Networks Corporation declara que este equipamento esta de acordo com os requisitos 

basicos e outras provisoes relevantes da Directiva 1999/5/EC. 
SE: Eicon Networks Corporation forklarar att denna utrustning overensstammer med de vasentliga 

krav och regler som finns i direktivet 1999/5/EG. 

To receive a detailed R&TTE Declaration for this product please send a request specifying the 
product name to the following e-mail address: certification@eicon.com. 

Safety Status: SELV 

No voltages within this equipment exceed SELV voltages. All interconnection points and ports 
are SELV. 

This equipment draws power from an external power supply which has been separately 
approved. It does not draw power from the ISDN network. 

Power Consumption 

Check that power supply will not be overloaded. Maximum power consumption of the unit is 
stated in Specifications on page 1 3 . The user must ensure that the total power drawn by the 
host computer, the Diva LAN ISDN Modem, and any other peripherals, does not exceed the 
capability of the host power supply unit. 
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Limited Warranty 



Eicon Networks Corporation warrants to the original purchaser of this Eicon Networks Product 
that it is to be in good working order for a period of five (5) years from the date of purchase 
from Eicon Networks Corporation or an authorized Eicon Networksdealer. Should this Product, 
in Eicon Networks Corporation'opinion, fail to be in good working order at any time during 
this five year warranty period, Eicon Networks Corporation will, at its option, repair or replace 
this Product at no additional charge except as set forth below. Repair parts and replacement 
Products will be furnished on an exchange basis and will be either reconditioned or new. This 
Limited Warranty does not include service to repair damage to the Product resulting from 
accident, disaster, misuse, abuse, or non-authorized alterations, modifications, and/or repairs. 

Products requiring Limited Warranty service during the warranty period should be delivered to 
Eicon Networks Corporation with proof of purchase. If the delivery is by mail, you agree to 
insure the Product or assume the risk of loss or damage in transit. You also agree to prepay 
shipping charges to Eicon Networks Corporation and to use the original shipping container or 
equivalent. 

EICON NETWORKS CORPORATION HEREBY DISCLAIMS ALL OTHER EXPRESSED 
AND IMPLIED WARRANTIES FOR THIS PRODUCT INCLUDING, BUT NOT LIMITED 
TO, THE WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE. Some jurisdictions do not allow the exclusion of implied warranties, so the above 
limitations may not apply to you. 

IN NO EVENT WILL EICON NETWORKS CORPORATION BE LIABLE IN ANY WAY 
TO THE USER FOR DAMAGES, INCLUDING ANY LOST PROFITS, LOST SAVINGS, 
OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE 
USE OF, OR INABILITY TO USE, SUCH PRODUCT. Some jurisdictions do not allow the 
exclusion or limitation of incidental or consequential damages for consumer products, so the 
above limitations or exclusions may not apply to you. 

THIS WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS, AND YOU MAY ALSO 
HAVE OTHER RIGHTS WHICH MAY VARY FROM ONE JURISDICTION TO ANOTHER. 

This Limited Warranty applies to hardware products only. 
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